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The Internet Open Trading Protocol (1OTP) provides an interoperable
framework for Internet commerce. It is paynent system i ndependent and
encapsul at es paynent systens such as SET, Secure Channe

Credit/Debit, Mndex, CyberCoin, GeldKarte, etc. I10TP is able to
handl e cases where such nmerchant roles as the shopping site, the
Paynment Handl er, the Delivery Handl er of goods or services, and the
provi der of custonmer support are perfornmed by different parties or by
one party.

Tabl e of Contents

1. Background ... ... ... 7
1.1 Conmerce on the Internet, a Different Model ................. 7
1.2 Benefits of 1 OTP ... .. e 9
1.3 Baseline [OTP ... .. e e 10
1.4 ojectives of Document ......... ... 10
1.5 Scope of DOCUITENt . .. ... . e 11
1.6 Document StrUCLUIe . ... ... e e e e e 11
1.7 Intended Readership ...... ... .. . .. . . 13

1.7.1 Reading GQuidelines .......... .. .. . 13

2. INtroducti ON ... 14
2.1 Trading Rol €S ... 16
2.2 Trading EXchanges ...... ... ... 18

2.2.1 Ofer EXchange ......... .. 19
2.2.2 Payment Exchange . ........... ... 21
2.2.3 Delivery Exchange .......... .. . . . .. 24
2.2.4 Authentication Exchange ............ ... ... ... ... ...... 26
2.3 Scope of Baseline 10TP ... ... . i 28

Bur det t I nf or mat i onal [ Page 1]



RFC 2801 |OTP/ 1.0 April 2000

3. Protocol Structure ... ... 31
3.l VI VI BW .ot 32
3.1.1 1O0TP Message Structure ......... ... 32
3.1.2 1OTP Transacti OnNs .. ... ... e 34

3.2 TOTP MESSa0E . .ttt i e 35
3.2.1 XM Document Prolog ............ ., 37

3.3 Transaction Reference Block ........ ... .. ... ... . ... . ... .... 37
3.3.1 Transaction Id Conmponent ............ ... 38
3.3.2 Message Id Conmponent . ....... ... 39
3.3.3 Related To Conmponent ........... ... ..., 41

3.4 ID Attributes ... .. 42
3.4.1 |1OTP Message ID Attribute Definition ................. 43
3.4.2 Block and Conponent ID Attribute Definitions ......... 44
3.4.3 Exanple of use of ID Attributes ...................... 46

3.5 Element References ......... ... . e 46
3.6 Extending I OTP ... ... 48
3.6.1 Extra XML Elements ....... . ... 49
3.6.2 Opaque Enbedded Data ............ .. ..., 50

3.7 Packaged Content Elenent ............. .. . .. . iy 50
3.7.1 Packaging HTML ... ... 52
3.7.2 Packaging XML ... 53

3.8 ldentifying Languages . .. .. ... ... 54
3.9 Secure and Insecure Net Locations ................... ..., 54
3.10 Cancelled Transacti ONS ... ... ... 55
3.10.1 Cancelling Transactions .............. .. ... 55
3.10.2 Handling Cancelled Transactions ...................... 56

4. 1OTP Error Handling ......... . 56
4.1 Technical Errors ..... ... 57
4.2 BUuSIiNEeSS Errors . ... ... 57
4.3 Error Depth ... 58
4.3.1 Transport Level ........ . ... 58
4.3.2 Message Level ... ... 58
4.3.3 Block Level . ... . .. . 59

4.4 |denpotency, Processing Sequence, and Message Flow ......... 61
4.5 Server Role Processing Sequence ...............cuiuiiinnnn.n. 62
4.5.1 Initiating Transactions ............... .. 62
4.5.2 Processing Input MeSSages ...........cuiiiiiiinna.. 63
4.5.3 Cancelling a Transaction ............. ... ... 70
4.5.4 Retransmitting MeSsages ....... ..., 70

4.6 Cdient Role Processing Sequence ............ ... 71
4.6.1 Initiating Transactions .............. ... 71
4.6.2 Processing Input MeSSages ...........oiiiiiiinnai.. 72
4.6.3 Cancelling a Transaction ............. .. ... 74
4.6.4 Retransmitting MeSSages .........uiiiiiininn.. 74

5. Security Considerati Ons . ...... ... .. 74
5.1 Determning whether to use digital signatures .............. 74
5.2 Symmetric and Asymmretric Cryptography ...................... 76
5.3 Data PrivaCy ......... i e 77
Bur det t I nf or mat i onal [ Page 2]



RFC 2801 |OTP/ 1.0 April 2000

5.4 Paynment Protocol Security ........... . .. .. 77
6. Digital Signatures and 1OTP ... ... . . .. . . i 77
6.1 How | OTP uses Digital Signatures ........... ... . ... ........ 77
6.1.1 I1OTP Signature Exanple ....... ... .. . . . .. 80
6.1.2 Oiginatorinfo and Recipientinfo Elenents ............ 82
6.1.3 Using signatures to Prove Actions Conplete
Successful ly ... . e 83
6.2 Checking a Signature is Correctly Calculated ............... 84
6.3 Checking a Paynment or Delivery can occur ................... 85
6.3.1 Check Request Block sent Correct Organisation ........ 86
6.3.2 Check Correct Components present in Request Block ....91
6.3.3 Check an Action is Authorised ........................ 91
7. Trading ConponeNnt S .. ... i e e 93
7.1 Protocol Options Component . ..............iiiniuiinninneenn.. 96
7.2 Authentication Request Conponent ..................couoiu... 97
7.3 Authentication Response Component ................ ... coou... 98
7.4 Trading Role Informati on Request Conponent ................. 99
7.5 Oder ComponeENnt ... ...t e 100
7.5.1 Oder Description Content ........................... 101
7.5.2 OkFromand CKTo Timestanps .......... ... 101
7.6 Organisation Component . .......... ... 102
7.6.1 Oganisation IDs ......... .., 104
7.6.2 Trading Role Element ........... ... . .. .. ... 105
7.6.3 Contact Information Elenent ......................... 108
7.6.4 Person Name Elenment ............ . . . . i, 109
7.6.5 Postal Address Element ........... ... . ... . ... ... 110
7.7 Brand List Conponent . ......... ... 111
7.7.1 Brand Element . ... ... ... 113
7.7.2 Protocol Brand Element ............ ... .. . .. .. . .. ... 115
7.7.3 Protocol Amount Elenment ............. . ... . ... ... 116
7.7.4 Currency Anount Elenent ................ ... .. .. . ..... 117
7.7.5 Pay Protocol Element ............ . ... ... i, 118
7.8 Brand Selection Conponent .......... ... ..., 120
7.8.1 Brand Selection Brand Info Element .................. 122
7.8.2 Brand Selection Protocol Amount Info Elenment ........ 122
7.8.3 Brand Selection Currency Anount Info Element ........ 123
7.9 Paynment COmpONeNnt . .. .. ... .. e 123
7.10 Payment Scheme Conponent . ......... ... ..., 125
7.11 Payment Receipt Conmponent ............. ..., 126
7.12 Payment Note Conponent . ....... ... ... 128
7.13 Delivery Component . ... ... ... 129
7.13.1 Delivery Data Elenment ........... .. .. ... . ... 130
7.14 Consunmer Delivery Data Conponent ......................0.... 132
7.15 Delivery Note Component . .......... .., 133
7.16 Status CoMPONENt . .. ... .. 134
7.16.1 Ofer Conmpletion Codes ......... .. .. ... 137
7.16.2 Payment Conpletion Codes ........... .. .. ... oo, 138
7.16.3 Delivery Conpletion Codes .............. ... ... 140
Bur det t I nf or mat i onal [ Page 3]



RFC 2801 |OTP/ 1.0 April 2000

7.

7.
7.

o Co co co co co co co co co oo oo oo

Bur det t

7.16.4 Authentication Conpletion Codes ..................... 142
7.16.5 Undefined Conpletion Codes ........... ... . ... ... 144
7.16.6 Transaction Inquiry Conpletion Codes ................ 144
17 Trading Role Data Conponent ............ ... .. 0., 144
7.17.1 Who Receives a Trading Role Data Conmponent .......... 145
18 I nquiry Type Conponent . ........ ..., 146
19 Signature Conponent ... ... ...t 147
7.19.1 | OTP usage of signature elenents and attributes ..... 148
7.19.2 Ofer Response Signature Conponent .................. 150
7.19.3 Paynment Receipt Signature Conponent ................. 151
7.19.4 Delivery Response Signature Conponent ............... 152
7.19.5 Authentication Request Signature Conponent .......... 152
7.19.6 Authentication Response Signature Conponent ......... 153
7.19.7 Inquiry Request Signature Conponent ................. 153
7.19.8 Inquiry Response Signature Conponent ................ 153
7.19.9 Ping Request Signature Conponent .................... 153
7.19.10 Ping Response Signature Conponent................... 154
.20 Certificate Conponent . ........ ... . 154
7.20.1 1 OTP usage of signature elenents and attributes ..... 154
.21 Error COMPONENt . ... 154
7.21.1 Error Processing Guidelines .......... ... ... ... .... 157
7.21.2 Error Codes . ... 158
7.21.3 Error Location Element ........... ... . ... . ... . ... . ... 162
Trading Blocks ... .. 163
1 Trading Protocol Options Block ............................ 166
2 TPO Selection Block .......... . . .. i 167
3 Ofer Response Block ..... ... . . . 168
4 Authentication Request Block ........ ... ... ... ... .. .. ... ... 169
5 Authentication Response Block ......... ... .. ... ... .. ... .... 170
6 Authentication Status Block ......... ... ... ... ... ... ... ... 171
7 Paynent Request Block ........ ... ... .. . . .. .. 171
8 Paynent Exchange Block ............ .. . i 173
9 Paynent Response Block ............ .. . 173
10 Delivery Request Block ...... ... . .. .. . . 175
11 Delivery Response Block ........ ... ... .. 176
12 I nquiry Request Trading Block ............. ... ... ... ......... 177
13 I nquiry Response Trading Block ............................ 177
14 Ping Request Block ....... ... . . . i 179
15 Ping Response Bl OCK ...... ... . ... 179
16 Signature BloCK . ..... ... 181
8.16.1 Signature Block with Ofer Response ................. 182
8.16.2 Signature Block with Paynent Request ................ 182
8.16.3 Signature Block with Paynent Response ............... 182
8.16.4 Signature Block with Delivery Request ............... 182
8.16.5 Signature Block with Delivery Response .............. 182
17 Error Block .o 183
.18 Cancel Bl oCK ... 184
I nternet Qpen Trading Protocol Transactions .................. 184
I nf or mat i onal [ Page 4]



RFC 2801 |OTP/ 1.0 April 2000

9.1 Authentication and Paynent Related | OTP Transactions ...... 185

9.1.1 Authentication Docunent Exchange .................... 188

9.1.2 Ofer Document Exchange ............. . ... . ... . ... . ... 194

9.1.3 Paynment Docunent Exchange ................... ... ..... 203

9.1.4 Delivery Docunment Exchange .......................... 209

9.1.5 Paynent and Delivery Docunent Exchange .............. 212

9.1.6 Baseline Authentication |IOIP Transaction ............ 216

9.1.7 Baseline Deposit |OIP Transaction ................... 218

9.1.8 Baseline Purchase IOTP Transaction .................. 220

9.1.9 Baseline Refund I OTP Transaction .................... 222

9.1.10 Baseline Wthdrawal |OIP Transaction ................ 224

9. 1. 11 Basel i ne Value Exchange | OTP Transaction ............ 226

9.1.12 Valid Conbi nati ons of Docunent Exchanges ............ 230
9.1.13 Conbi ni ng Aut hentication Transactions with other

Transacti ONS . ... .. 234

9.2 Infrastructure Transactions ............ ... ... 235

9.2.1 Baseline Transaction Status Inquiry | OIP Transaction 235

9.2.2 Baseline Ping IOIP Transaction ...................... 241

10. Retrieving LOQGOS .. ... i e e e 244

10.1 LOQO SiZ .ottt 245

10.2 Logo Color Depth ... ... 245

10.3 Logo Net Location Exanples ........ ... . ... .. 246

11, Brands .. ... 246

11.1 Brand Definitions and Brand Selection ..................... 246

11.1.1 Definition of Paynment Instrument .................... 247

11.1.2 Definition of Brand .......... ... ... .. . .. .. 247

11.1.3 Definition of Dual Brand .............. .. ... .. ....... 248

11.1.4 Definition of Pronotional Brand ..................... 248

11.1.5 Identifying Promotional Brands ...................... 249

11.2 Brand List Exanpl es ......... .. 251

11.2.1 Sinple Credit Card Based Exanple .................... 252

11.2.2 Credit Card Brand List Including Pronotional Brands..253

11.2.3 Brand Selection Exanple ....... ... ... ... . ... .. ... ... 254

11. 2.4 Conpl ex Electronic Cash Based Brand List ............ 255

12. TANA Considerati ONS . ... ...t e 257

12.1 Codes Controlled by TANA . ... .. .. . . . . i 257

12.2 Codes not controlled by TANA ... .. ... ... ... .. . .. .. . .. . ..... 263

13. Internet Open Trading Protocol Data Type Definition .......... 263

14, G 0SSAIY oottt 277

15, References ... ... . 284

16. Author’s Address .. ... .. 287

17. Full Copyright Statenment .............. .. . .. . 290

Bur det t I nf or mat i onal [ Page 5]



RFC 2801

| OTP/ 1. 0 April

Tabl e of Figures

Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure
Fi gure

Bur det t

CoOo~NOOWNE

| OTP Tradi ng Rol es
O fer Exchange
Paynment Exchange
Del i very Exchange
Aut hent i cati on Exchange
| OTP Message Structure
An | OTP Transacti on
Exanpl e use of ID attributes
El ement Ref erences
Signature Digests
Exanpl e use of Signatures for Baseline Purchase
Checki ng a Paynent Handl er can carry out a Paynent
Checking a Delivery Handl er can carry out a Delivery
Tradi ng Conponents
Brand Li st El ement Rel ationshi ps
Tradi ng Bl ocks
Paynent and Aut hentication Message Fl ow Conbi nati ons
Aut henti cati on Docunent Exchange
Brand Dependent OfFfer Document Exchange
Brand | ndependent O fer Exchange
Paynment Docunent Exchange
Del i very Docunent Exchange
Paynent and Delivery Docunent Exchange
Basel i ne Authentication | OTP Transaction
Basel i ne Deposit | OTP Transaction
Basel i ne Purchase | OTP Transacti on
Basel i ne Refund |1 OTP Transacti on
Basel i ne Wthdrawal | OIP Transaction
Basel i ne Val ue Exchange | OTP Transacti on
Basel i ne Val ue Exchange Si gnatures
Val i d Conbi nati ons of Docunment Exchanges
Basel i ne Transaction Status |nquiry
Basel i ne Pi ng Messages

2000

16
19
22
25

33
34
46
48
79
81

90

94
113
164
187
190
196
198
204
210
214
217
219
221
223
225
228
230
231
238
242

I nf or mat i onal [ Page 6]



RFC 2801 |OTP/ 1.0 April 2000

1. Background

The Internet Open Trading Protocol (I1OTP) provides an interoperable
framework for Internet commerce. It is paynent system i ndependent and
encapsul ates paynent systens such as SET, Mndex, CyberCash

Di gi Cash, CeldKarte, etc. IOTP is able to handl e cases where such
merchant roles as the shopping site, the Paynent Handl er, the
Delivery Handl er of goods or services, and the provider of custoner
support are performed by different parties or by one party.

The devel opers of |1 OIP seek to provide a virtual capability that
safely replicates the real world, the paper based, traditional
under st ood, accepted net hods of trading, buying, selling, value
exchangi ng that has existed for many hundreds of years. The
negotiati on of who will be the parties to the trade, howit wll be
conducted, the presentnent of an offer, the method of paynment, the
provi sion of a paynent receipt, the delivery of goods and the receipt
of goods. These are events that are taken for granted in the course
of real world trade. | OTP has been produced to provide the sane for
the virtual world, and to prepare and provide for the introduction of
new nodel s of tradi ng made possi bl e by the expandi ng presence of the
virtual world.

The ot her fundanental ideal of the I10OTP effort is to produce a
definition of these trading events in such a way that no natter where
produced, two unfaniliar parties using electronic conmerce
capabilities to buy and sell that conformto the | OTP specifications
will be able to conplete the business safely and successfully.

In summary, | OIP supports:

o Fanmiliar tradi ng nodels

o New tradi ng nodel s

0 G obal interoperability

The renai nder of this section provides background to why | OTP was
devel oped. The specification itself starts in the next chapter

1.1 Commerce on the Internet, a D fferent Mde

The growmt h of the Internet and the advent of el ectronic comrerce are
bringi ng about enornous changes around the world in society, politics
and government, and in business. The ways in which trading partners
communi cate, conduct conmmerce, are governed have been enriched and
changed forever.

Bur det t I nf or mat i onal [ Page 7]
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One of the very fundanental changes about which IOTP is concerned is
taking place in the way consuners and nerchants trade.
Characteristics of trading that have changed markedly i ncl ude:

(o]

Presence: Face-to-face transacti ons becone the exception, not the
rule. Already with the rise of nmail order and tel ephone order

pl acenent this change has been felt in western conmerce

El ectronic commerce over the Internet will further expand the
scope and vol une of transacti ons conducted wi thout ever seeing the
peopl e who are a part of the enterprise with whom one does

busi ness.

Aut henti cation: An inportant part of personal presence is the
ability of the parties to use faniliar objects and dial ogue to
confirmthey are who they claimto be. The seller displays one or
several well known financial |ogos that declaimhis ability to
accept widely used credit and debit instrunents in the paynment
part of a purchase. The buyer brings governnment or financi al
institution identification that assures the seller she will be
pai d. Peopl e use intangibles such as personal appearance and
conduct, location of the store, apparent quality and fanmiliarity
wi th brands of merchandi se, and a good clear ook in the eye to
reinforce formal neans of authentication

Paynent Instrunents: Despite the enornous size of bank card
financi al paynents associations and their menbers, nost of the
world' s trade still takes place using the coin of the real mor
barter. The present infrastructure of the paynents business cannot
econom cal |y support |ow val ue transactions and could not survive
under the consequent volunes of transactions if it did accept |ow
val ue transacti ons.

Transaction Val ues: New neaning for |ow val ue transactions arises
in the Internet where sellers may wish to offer for exanple, pages
of information for fractions of currency that do not exist in the
real world.

Delivery: New nodes of delivery nust be accommvbdated such as
direct electronic delivery. The means by which receipt is
confirmed and the execution of paynment change dramatically where
the goods or services have extrenely |ow delivery cost but may in
fact have very high value. O, naybe the value is not high, but
once delivery occurs the value is irretrievably delivered so
paynment mnust be final and non-refundabl e but delivery nonethel ess
must still be confirned before paynment. Increnental delivery such
as listening or viewing time or playing tinme are other nodel s that
operate somewhat differently in the virtual world.

Bur det t I nf or mat i onal [ Page 8]
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1.2 Benefits of |1OTP
ELECTRONI C COWERCE SOFTWARE VENDORS

El ectroni c Commrerce Software Vendors will be able to devel op e-

conmer ce products which are nore attractive as they will inter-
operate with any other vendors’ software. However, since |OTP focuses
on how t hese sol utions comunicate, there is still plenty of

opportunity for product differentiation

PAYMENT BRANDS

| OTP provides a standard framework for encapsul ati ng paynent
protocols. This neans that it is easier for paynent products to be

i ncorporated into I OTP solutions. As a result the paynment brands will
be nore widely distributed and available on a wi der variety of

pl at f or ns.

MERCHANTS

There are several benefits for Merchants:

o they will be able to offer a wider variety of paynment brands,

o they can be nore certain that the custoner will have the software
needed to conpl ete the purchase

o through receiving paynment and delivery receipts fromtheir
customers, they will be able to provide custoner care know ng that
they are dealing with the individual or organisation w th which
they originally traded

o new nerchants will be able to enter this new (Internet) narket-
pl ace with new products and services, using the new trading
opportunities which | OTP presents

BANKS AND FI NANCI AL | NSTI TUTI ONS

There are also several benefits for Banks and Financial |nstitutions:

o they will be able to provide | OTP support for nerchants

o they will find new opportunities for | OIP rel ated services:

- providing custoner care for merchants
- fees from processing new paynments and deposits

Bur det t I nf or mat i onal [ Page 9]
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o they have an opportunity to build relationships with new types of
mer chant s

CUSTQOVERS
For Custoners there are several benefits:

o they will have a larger selection of nmerchants wi th whom they can
trade

o there is a nore consistent interface when nmaking the purchase

o there are ways in which they can get their problens fixed through
the merchant (rather than the bank!)

0 there is a record of their transaction which can be used, for
exanple, to feed into accounting systens or, potentially, to
present to the tax authorities

1.3 Baseline | OTP

This specification is Baseline |OIP. It is a Baseline in that it
contai ns ways of doing trades on the Internet which are the nost
common, for exanple purchases and refunds.

The group that has worked on the |1 OTP see an extended version being
devel oped over tine but feel a need to focus on a limted function

but conpletely usable specification in order that inplenmenters can

devel op solutions that work now

During this period it is anticipated that there will be no changes to
the scope of this specification with the only changes nade being
limted to corrections where problenms are found. Software solutions
have been devel oped based on earlier versions of this specification
(for exanmple version 0.9 published in early 1998 and earlier
revisions of version 1.0 published during 1999) which prove that the
| OTP wor ks.

1.4 Objectives of Docunent
The objectives of this docunent are to provide a specification of
version 1.0 of the Internet OQpen Tradi ng Protocols which can be used

to design and inpl enent systens which support electronic trading on
the Internet using the Internet Open Tradi ng Protocols.
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The purpose of the docunent is:

o to allow potential devel opers of products based on the protocol to
devel op software/ hardware sol uti ons which use the protoco

o to allowthe financial services industry to understand a
devel opi ng el ectronic comerce tradi ng protocol that encapsul ates
(wi thout nodification) any of the current or devel opi ng paynent
schemes now being used or considered by their nerchant custoner
base

1.5 Scope of Docunent

The protocol describes the content, format and sequences of nessages
that pass anobng the participants in an electronic trade - consuners,
mer chants and banks or other financial institutions, and custoner
care providers. These are required to support the electronic
conmer ce transactions outlined in the objectives above.

The protocol is designed to be applicable to any el ectroni c paynent
schene since it targets the conpl ete purchase process where the
nmovenent of electronic value fromthe payer to the payee is only one,
but inportant, step of many that may be involved to conplete the
trade.

Paynment Schene which | OTP coul d support include MasterCard Credit,
Visa Credit, Mondex Cash, Visa Cash, CeldKarte, eCash, Cyber Coin,
MIlicent, Proton, etc.

Each paynent schene contains sone nessage flows which are specific to
that schene. These schene-specific parts of the protocol are
contained in a set of paynent schene supplenents to this

speci fication.

The docunent does not prescribe the software and processes that wl|l
need to be inplenented by each participant. It does describe the
framework necessary for trading to take place.
Thi s docunent al so does not address any |egal or regulatory issues
surroundi ng the inplenmentation of the protocol or the information
systens whi ch use them

1.6 Document Structure
The document consists of the follow ng sections:

0 Section 1 - Background: This section gives a brief background on
el ectronic comerce and the benefits | OTP offers.
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0 Section 2 - Introduction: This section describes the various
Tradi ng Exchanges and shows how these tradi ng exchanges are used
to construct the I OTP Transactions. This section also explains
various Trading Roles that would participate in electronic trade.

0 Section 3 - Protocol Structure: This section sunmarises how
various | OTP transactions are constructed using the Tradi ng Bl ocks
and Tradi ng Conponents that are the fundanental buil ding bl ocks
for 10TP transactions. Al |1OTP transaction nmessages are well
formed XML docunents

0 Section 4 - IOTP Error Handling: This section describes how to
process exceptions and errors during the protocol nessage exchange
and tradi ng exchange processing. This section provides a generic
overvi ew of the exception handling. This section should be read
careful ly.

0 Section 5 - Security Considerations: This section considers from
an | ETF perspective, how | OTP addresses security. It includes: how
to determi ne whether to use digital signatures with |OTP, how | OTP
address data privacy, and how security built into paynent
protocols relate to | OTP security.

0 Section 6 - Digital Signatures and I OTP: This section provides an
overvi ew of how | OTP uses digital signatures; how to check a
signature is correctly calcul ated and how the vari ous Tradi ng
Rol es that participate in trade should check signatures when
required.

0 Section 7 - Trading Conponents: This section defines the XM
el ements required by Tradi ng Conponents.

0 Section 8 - Trading Blocks: This section describes how Trading
Bl ocks are constructed from Tradi ng Conponents.

0 Section 9 - Internet Open Trading Protocol Transactions: This
section describes all the | OTP Baseline transactions. It refers to
Tradi ng Bl ocks and Tradi ng Conponents and Signatures. This section
doesn’t directly link error handling during the protoco
exchanges, the reader is advised to understand Error Handling as
defined in section before reading this section

0 Section 10 - Retrieving Logos: This section describes how | OTP
specific | ogos can be retrieved.
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0 Section 11 - Brands: This section provides: an overvi ew of Brand
Definitions and Brand Sel ection whi ch descri be how a Consuner can
select a Brand froma list provided by the Merchant; as well as
some exanpl es of Brand Lists.

0 Section 12 - | ANA Considerations: This section describes how new
val ues for codes used by | OTP are co-ordinated.

0 Section 13 - Internet Open Trading Protocol Data Type Definition
This section contains the XML Data Type Definitions for |QOTP.

0 Section 14 - dossary. This describes all the major term nology
used by | OTP.

0 Section 15 - A list of the other docunments referenced by the | OTP
speci fication.

0 Section 16 - The Author’s Address
0o Section 17 - Full Copyright Statenent
1.7 Intended Readership
Sof tware and hardware devel opers; devel opnment anal ysts; business and
techni cal planners; industry analysts; nerchants; bank and ot her
paynent handl ers; owners, custodians, and users of paynent protocols.
1.7.1 Reading Cuidelines
This | OTP specification is structured prinmarily in a sequence
targeted at people who want to understand the principles of |OTP.
However from practical inplenmentation experience by inplenenters of
earlier of versions of the protocol new readers who plan to inplenment

| OTP may prefer to read the docunment in a different sequence as
descri bed bel ow

Revi ew the transport independent parts of the specification. This
covers:

0 Section 14 - d ossary

0 Section 1

Background

0 Section 2 I nt roducti on

o Section 3 Protocol Structure

0 Section 4 - |OIP Error Handling
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0 Section 5 - Security Considerations
0 Section 9 - Internet Open Tradi ng Protocol Transactions
o Section 11 - Brands
0 Section 12 - | ANA Consi derations
0 Section 10 - Retrieving Logos
Revi ew the detailed XM. definitions:
0 Section 8 - Tradi ng Bl ocks
0 Section 7 - Trading Conponents
0 Section 6 - Digital Signatures and | OTP
2. Introduction

The Internet Open Trading Protocols (IOTP) define a nunber of
different types of | OIP Transactions:

2000

0 Purchase. This supports a purchase involving an offer, a paynent

and optionally a delivery

0 Refund. This supports the refund of a paynent as a result of,
typically, an earlier purchase

0 Value Exchange. This involves two paynents which result in the
exchange of value from one conbi nation of currency and paynent

net hod to anot her

0 Authentication. This supports one organi sation or individua

to

check that another organisation or individual are who they appear

to be.

o Wthdrawal. This supports the wthdrawal of electronic cash froma

financial institution

0 Deposit. This supports the deposit of electronic cash at a
financial institution

o Inquiry. This supports inquiries on the status of an | OTP
transaction which is either in progress or is conplete

Bur det t I nf or mat i onal [ Page 14]



RFC 2801 |OTP/ 1.0 April 2000

o Ping. This supports a sinple query which enabl es one | OTP aware
application to determ ne whether another | OTP application running
el sewhere is working or not.

These | OTP Transactions are "Baseline" transactions since they have

been identified as a m ni mumuseful set of transactions. Later

versions of | OTP may include additional types of transactions.

Each of the I OTP Transactions above invol ve:

o a nunber of organisations playing a Trading Role, and

0 a set of Tradi ng Exchanges. Each Tradi ng Exchange invol ves the
exchange of data, between Trading Roles, in the formof a set of
Tradi ng Conponents.

Tradi ng Rol es, Tradi ng Exchanges and Tradi ng Conponents are descri bed
bel ow.
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2.1 Trading Rol es

The Trading Roles identify the different parts which organisations
can take in a trade. The five Trading Roles used within | OTP are
illustrated in the diagram bel ow.

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Mer chant Customer Care Provider resolves — ----------
---------------------------------------------- >| Merchant |
Consumer di sputes and probl ens | Cust. Care. |

| Provider |

| | Paynment for Merchant | Handler |

---------- refund from Merchant
| Del i very Handl er supplies goods or ~ ----------

R R >| Del i verer
services for Merchant | Handl er |

k_k_k_Kk_Kk_k_Kk_*_K_Kk_Kk_k_*_K_Kk_Kk_*_K_Kh_Kk_Kk_*_K_Kh_Kk_*_*_*_*k_*k_*_*_*_*_x%

Figure 1 | OTP Tradi ng Rol es

Bur det t I nf or mat i onal [ Page 16]



RFC 2801 |OTP/ 1.0 April 2000

The rol es are:

o Consuner. The person or organisation which is to receive and pay
for the goods or services

o Merchant. The person or organi sation fromwhomthe purchase is
bei ng nade and who is legally responsible for providing the goods
or services and receives the benefit of the paynment nade

o Paynent Handler. The entity that physically receives the paynent
fromthe Consuner on behalf of the Merchant

0 Delivery Handler. The entity that physically delivers the goods or
services to the Consuner on behal f of the Merchant.

0 Merchant Custoner Care Provider. The entity that is involved with
customer di spute negotiation and resol ution on behalf of the
Mer chant

Rol es may be carried out by the sane organisation or different
organi sati ons. For exanpl e:

o 1in the sinplest case one physical organisation (e.g., a nerchant)
could handl e the purchase, accept the paynent, deliver the goods
and provi de nerchant custoner care

o at the other extrenme, a nerchant coul d handl e the purchase but
instruct the consuner to pay a bank or financial institution
request that delivery be made by an overnight courier firmand to
contact an organi sation which provides 24x7 service if problens
ari se.

Note that in this specification, unless stated to the contrary, when
the words Consumner, Merchant, Paynment Handl er, Delivery Handl er or
Customer Care Provider are used, they refer to the Trading Rol e

rat her than an actual organisation.

An individual organisation may take nmultiple roles. For exanple a
conpany which is selling goods and services on the Internet could
take the rol e of Merchant when selling goods or services and the role
of Consuner when the company is buying goods or services itself.

As roles occur in different places there is a need for the

organi sations involved in the trade to exchange data, i.e. to carry
out Tradi ng Exchanges, so that the trade can be conpl et ed.
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2.2 Tradi ng Exchanges

The Internet Open Trading Protocols identify four Tradi ng Exchanges
whi ch invol ve the exchange of data between the Tradi ng Rol es. The
Tradi ng Exchanges are:

o Ofer. The O fer Exchange results in the Merchant providing the
Consumer with the reason why the trade is taking place. It is
called an Ofer since the Consunmer nust accept the Ofer if a
trade is to continue

o Paynent. The Paynent Exchange results in a paynent of sone kind
bet ween the Consuner and the Paynent Handl er. This may occur in
either direction

0 Delivery. The Delivery Exchange transmts either the on-Iline
goods, or delivery information about physical goods fromthe
Del i very Handler to the Consuner, and

0 Authentication. The Authenticati on Exchange can be used by any
Trading Role to authenticate another Trading Role to check that
they are who they appear to be.

| OTP Transactions are conposed of various conbi nations of these
Tradi ng Exchanges. For exanple, an | OTP Purchase transaction

i ncludes Offer, Paynent, and Delivery Tradi ng Exchanges. As anot her
exanpl e, an | OTP Val ue Exchange transaction is conposed of an O fer
Tradi ng Exchange and two Paynent Tradi ng Exchanges.

Tradi ng Exchanges consi st of Tradi ng Conponents that are transnitted
bet ween the various Trading Roles. Were possible, the nunber of
round-trip delays in an | OTP Transaction is mininised by packing the
Components from several Tradi ng Exchanges into conbination | OTP
Messages. For exanple, the | OTP Purchase transaction conbines a
Del i very Organi sation Conponent with an O fer Response Conponent in
order to avoid an extra Consunmer request and response.

Each of the | OTP Tradi ng Exchanges is described in nore detail bel ow.
For clarity of description, these describe the Tradi ng Exchanges as

t hough they were standal one operations. For performance reasons, the
Tradi ng Exchanges are internmingled in the actual |OTP Transaction
definitions.
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2.2.1 Ofer Exchange

The goal of the Ofer Exchange is for the Merchant to provide the
Consuner with informati on about the trade so that the Consuner can
deci de whether to continue with the trade. This is illustrated in the
figure bel ow

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Consuner
| Merchant
STEP | |
1. Consuner decides to trade and sends information about the
transaction (requests an offer) to the Merchant e.g.,
usi ng HTM..
C--> MData: Information on what is being purchased (O fer Request)
- outside scope of IOIP
2. Merchant checks the information provided by the Consuner,
creates an Ofer optionally signs it and sends it to the
Consuner.
C <-- M OFFER RESPONSE. Components: Status; Organisation(s)
(Consuner, DelivTo, Merchant, Paynent Handl er, Custoner
Care); Order; Paynent; Delivery; Tradi ngRol eData (optional)
O fer Response Signature (optional) that signs other
conponent s
3. Consumer checks the information fromthe Merchant and

deci des whet her to conti nue.
Kk _k_Kk_Kh_k_Kk_Kh_Kh_k_K*_Kh_K _*_K*_Kh_K _*_K*_K _K _*_K*_* _*_*_*_* _*_*_*_* _*_*_*_%
Figure 2 O fer Exchange

An O fer Exchange uses the foll owing Tradi ng Conponents that are
passed between the Consuner and the Merchant:

o0 the Status conmponent is used to indicate to other parties that a
valid O fer Response has been generated

o the Organisation Conponent contains infornmation which describes
the Organi sations which are taking a role in the trade:

- the consuner provides infornmation, about who the consumer is

and, if goods or services are being delivered, where the goods
or services are to be delivered to
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- the nerchant augnents this information by providing i nformation
about the nmerchant, the Paynent Handl er, the custonmer care
provider and, if goods or services are being delivered, the
Del i very Handl er

the Order Conponent contains descriptions of the goods or services
which will result fromthe trade if the consuner agrees to the
offer. This information is sent by the Merchant to the consuner
who should verify it

t he Payment Conponent generated by the Merchant, contains details
of how nuch to pay, the currency and the paynent direction, for
exanpl e the consuner could be asking for a refund. Note that there
may be nore than one paynent in a trade

the Delivery Conponent, also generated by the Merchant, is used if
goods or services are being delivered. This contains information
about how delivery will occur, for exanple by post or using e-nai

the Tradi ng Rol e Data conponent contains data the Merchant wants
to forward to another Trading Role such as a Paynment Handl er or
Del i very Handl er

the "Offer Response" Signature Conponent, if present, digitally
signs all of the above conponents to ensure their integrity.

The exact content of the information provided by the Merchant to the

Consumer will vary depending on the type of | OIP Transaction. For

exanpl e:

o |low value purchases may not need a signature

o the anount to be paid nmay vary dependi ng on the paynment brand and
payment protocol used

o sone offers may not involve the delivery of any goods

o a value exchange will involve tw paynents

o a merchant may not offer custoner care.

I nformation provided by the consuner to the nerchant is provided
using a variety of nethods, for exanple, it could be provided:

(o]

using [HTM.] pages as part of the "shopping experience" of the
CONSUner .
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o0 Using the OQpen Profiling Standard [ OPS] which has recently been
proposed,

o in the formof Oganisation Conponents associated with an
aut henti cation of a Consuner by a Merchant

0 as Order Conponents in a later version of |OTP.
2.2.2 Payment Exchange

The goal of the Paynent Exchange is for a paynent to be nade fromthe
Consuner to a Paynent Handl er or vice versa using a paynent brand and
paynent protocol selected by the Consuner. A secondary goal is to
optionally provide the Consumer with a digitally signed Paynent

Recei pt which can be used to link the payment to the reason for the
paynment as described in the Ofer Exchange.

Paynment Exchanges can work in a variety of ways. The nopbst general
case where the trade is dependent on the paynent brand and protocol
used is illustrated in the diagram bel ow. Sinpler paynent exchanges
are possible.

*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*
Consuner Pay Handl er

| Merchant |
STEP | | |
1. Consumer decides to trade and sends information
about the transaction (requests an offer) to the

Merchant e.g., using HTM.

C-->M Information on what is being paid for (outside
scope of | OTP

2. Mer chant deci des whi ch paynent brand, paynment
protocol s and currenci es/anmbunts to offer,
pl aces then in a Brand Li st Conponent and sends
themto the Consuner

C<-- M Components: Brand Li st

3. Consumner sel ects the paynment brand, protocol and
currency/ anount to use, creates a Brand Sel ection
conponent and sends it to the Merchant

C-->M Component: Brand List Selection
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4, Merchant checks Brand Sel ection, creates a Paynent
Anount information, optionally signs it to
aut hori se paynent and sends it to the Consuner

C<-- M Component: Paynent; Organisation(s) (Merchant and
Paynment Handl er); Optional Ofer Response Signature
that signs other conponents

5. Consumner checks the Paynment Amount information and
if OK requests that the paynent starts by sending
information to the Paynent Handl er

C-------- > P PAYMENT REQUEST. Conponents: Status, Paynent;
Organi sations (Merchant and Paynment Handl er);
Trading Role Data (optional); Optional Ofer
Response Signature that signs other conponents;
Pay Schene Dat a

6. Paynent Handl er checks information including
optional signature and if OK starts exchangi ng Pay
Schene Data conponents for sel ected paynent brand
and paynent protocol

C<------- > P PAYMENT EXCHANGE. Conponent: Pay Schene Data

7. Eventual | y paynment protocol nessages finish so
Paynent Handl er sends Pay Receipt and optional
signature to the Consuner as proof of paynent

C<------- > P PAYMENT RESPONSE. Conponents: Status, Pay Recei pt;
Paynent Note; Trading Role Data (optional);
Optional Ofer Response Signature; Optional
Paynent Receipt Signature that binds the paynent
to the Ofer

8. Consuner checks Paynent Receipt is K
Kk _k_Kk_Kh_k_K*k_Kh_Kh_k_K*_Kh_K_*_K*_Kh_K _*_K*_K _K_*_K*_* _*_*_*_K _*_*_*_* _*_*_*_%
Fi gure 3 Paynment Exchange

A Paynment Exchange uses the follow ng Tradi ng Conponents that are
passed between the Consuner, the Merchant and the Payment Handl er:

o The Brand List Conponent contains a list of payment brands (for
exanpl e, MasterCard, Visa, Mndex, CeldKarte), paynent protocols
(for example SET Version 1.0, Secure Channel Credit Debit (SCCD -
the nane used for a credit or debit card paynent where
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unaut hori sed access to account information is prevented through
use of secure channel transport nechani snms such as SSL/TLS) as
wel | as currenci es/amunts that apply. The Merchant sends the
Brand List to the Consuner. The consuner conpares the paynment
brands, protocols and currenci es/amounts on offer with those that
t he Consuner supports and nakes a sel ection

0 The Brand Sel ecti on Conponent contains the Consuner’s sel ection
Paynent brand, protocol, currency/amunt and possibly protocol -
specific information is sent back to the Merchant. This
i nformati on may be used to change information in the Ofer
Exchange. For exanple, a nerchant could choose to offer a di scount
to encourage the use of a store card.

o the Status conmponent is used to indicate to the Paynent Handl er
that an earlier exchange (e.g., an O fer Exchange) has
successfully conpl eted and by the Paynment Handler to indicate the
conpl etion status of the Paynent Exchange

0 The Organisation Conponents are generated by the Merchant. They
contain details of the Merchant and Paynent Handl er Rol es:

- the Merchant role is required so that the Paynent Handl er can
identify which Merchant initiated the paynent. Typically, the
result of the Paynent Handl er accepting (or naking) a paynent
on behalf of the Merchant will be a credit or debit transaction
to the Merchant’s account held by the Paynent Handl er. These
transacti ons are outside the scope of this version of |OTP

- the Paynment Handler role is required so that the Paynent
Handl er can check that it is the correct Paynent Handler to be
used for the paynent

o The Paynment Conponent contains details of how much to pay, the
currency and the paynment direction

o0 The "Ofer Response" Signature Conponent, if present, digitally
signs all of the above conponents to ensure their integrity. Note
that the Brand List and Brand Sel ecti on Conponents are not signed
until the paynment information is created (step 4 in the diagram

o the Trading Role Data conponent contains fromother roles (e.g., a
Merchant) that needs to be forwarded to the Paynent Handl er

o The Payment Scheme Conponent contains nessages fromthe paynent
protocol used in the Trade. For exanple they could be SET
messages, Mndex nessages, Cel dKarte Messages or one of the other
paynent mnet hods supported by |1 OTP. The content of the Paynent
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Schene Conponent is defined in the supplenments that descri be how
| OTP works with various paynent protocols.

o The Payment Recei pt Conponent contains a record of the paynent.
The content depends upon the paynent protocol used.

o The "Paynent Recei pt" Signature Conponent provides proof of
paynment by digitally signing both the Paynent Recei pt Conponent
and the O fer Response Signature. The signature on the offer
digitally signs the Order, Organisation and Delivery Conponents
contained in the Ofer. This signature effectively binds the
paynent to the offer.

The exanpl e of a Paynment Exchange above is the nost general case.
Simpl er cases are al so possible. For exanple, if the amount paid is
not dependent on the paynment brand and protocol selected then the
payment information generated by step 3 can be sent to the Consumner
at the sane tine as the Brand Li st Conponent generated by step 1.
These and other variations are described in the Baseline Purchase

| OTP Transaction (see section 9.1.8).

2.2.3 Delivery Exchange

The goal of the Delivery Exchange is to cause purchased goods to be
delivered to the consuner either online or via physical delivery. A
second goal is to provide a "delivery note" to the consuner,
providing details about the delivery, such as shipping tracking
nunber. The result of the delivery may al so be signed so that it can
be used for custonmer care in the case of problens wth physica
delivery. The nessage flowis illustrated in the di agram bel ow

*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
CONSUMER  DELI VERY

| HANDLER
| Merchant
STEP | | |
1. Consuner decides to trade and sends information
about what to deliver and who is to take delivery,
to the Merchant e.g., using HTM.
C-->M Informati on on what is being delivered (outside
scope of | OIP)
2. Merchant checks the information provided by the
Consumer, adds information about how the delivery
will occur, information about the Organisations

involved in the delivery and optionally sings it
and sends it to the Consuner
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C<- M Components: Delivery; Organisations (Delivery
Handl er, Deliver To); Oder, Optional Ofer
Response Signature

3. Consumer checks delivery information is OK
obt ai ns authorisation for the delivery, for
exanpl e by making a paynent, and sends the
delivery information to the Delivery Handl er

C-------- > D DELI VERY REQUEST. Conponents: Status; Delivery,
Organi sations: (Merchant, Delivery Handl er
DelivTo); Order, Trading Role Data (optional);
Optional Ofer Response Signature, Optional
Paynent Receipt Signature (from Paynment Exchange)

4. Del i very Handl er checks information and
aut hori sation. Starts or schedul es delivery and
creates and then sends a delivery not tot the
Consuner which can optionally be signed.

C<---n---- D DELI VERY RESPONSE. Conponents: Status; Delivery
Note, Trading Role Data (optional); Optional
Del i very Response Signature

5. Consuner checks delivery note is OK and accepts or
waits for delivery as described in the the Delivery
Not e.

h_k_k_Kk_Kk_k_Kk_*_Kh_Kk_Kk_k_K_Kh_Kk_Kk_*_K_Kh_Kk_K*_*_K_Kh_Kk_*_*_*_Kk_K*_*_*_*_*_%*_%

Fi gure 4 Delivery Exchange

A Delivery Exchange uses the followi ng Tradi ng Conponents that are
passed between the Consuner, the Merchant and the Delivery Handl er:

o0 the Status conponent is used to indicate to the Delivery Handl er
that an earlier exchange (e.g., an O fer Exchange or Paynent
Exchange) has successfully conpleted and by the Delivery Handl er
to indicate the conpletion status of the Delivery Exchange

o The Organisation Conponent(s) contain details of the Deliver To,
Del i very Handl er and Merchant Rol es:

- the Deliver To role indicates where the goods or services are
to be delivered to
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2.2. 4

- the Delivery Handler role is required so that the Delivery
Handl er can check that she is the correct Delivery Handler to
do the delivery

- the Merchant role is required so that the Delivery Handl er can
identify which Merchant initiated the delivery

The Order Component, contains information about the goods or
services to be delivered

The Delivery Conponent contains information about how delivery
will occur, for exanple by post or using e-nail

The "Off er Response" Signature Conponent, if present, digitally
signs all of the above conponents to ensure their integrity.

The "Paynent Receipt" Signature Conponent provides proof of
paynent by digitally signing the Paynent Recei pt Conponent and the
O fer Signature. This is used by the Delivery Handl er to check
that delivery is authorised

The Delivery Note Conponent contains custoner care information
related to a physical delivery, or alternatively the actua

"el ectronic goods". The Consuner’s software does not interpret

i nformati on about a physical delivery but should have the ability
to display the information, both at the tine of the delivery and
later if the Consumer selects the Trade to which this delivery
relates froma transaction |ist

The "Delivery Response" Signature Conponent, if present, provides
proof of the results of the Delivery by digitally signing the
Delivery Note and any Offer Response or Paynent Response
signatures that the Delivery Handl er received.

Aut hent i cati on Exchange

The goal of the Authentication Exchange is to allow one O ganisation
for exanple a financial institution, to be able to check that another
Organi sation, for exanple a consuner, is who they appear to be.

An

(o]

Aut hent i cati on Exchange i nvol ves:

an Authenticator - the O ganisation which is requesting the
aut hentication, and

an Aut henticatee - the O ganisation being authenticat ed.
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This is illustrated in the di agram bel ow.

+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Organi sation 1
(Aut henti cat ee)

| Organi sation 2

| (Authenticator)
STEP | |
1. First Organisation, e.g., a Consuner, takes an action (for
exanpl e by pressing a button on an HTM. page) which
requires that the Organisation is authenticated

1 --> 2 Need for Authentication (outside scope of |OTP)

2. The second Organi sati on generates an Authentication
Request - including challenge data, and a Iist of the
al gorithnms that nmay be used for the authentication -
and/ or a request for the Organisation infornmation then
sends it to the first Organisation

1 <-- 2 AUTHENTI CATI ON REQUEST. Conponents: Authentication
Request, Trading Role Information Request

3. The first Organisation optionally checks any signature
associated with the Authenticati on Request then uses the
specified authentication algorithmto generate an
Aut henti cati on Response which is sent back to the second
Organi sation together with details of any Organisation
i nformati on requested

1 --> 2 AUTHENTI CATI ON RESPONSE. Conponent: Aut hentication
Response, Organi sation(s)

4. The Aut hentication Response is checked agai nst the
chal l enge data to check that the first Organisation is
who they appear to be and the result recorded in a Status
Conmponent which is then sent back to the first
Organi sati on

1 <-- 2 AUTHENTI CATI ON STATUS. Conponent: Status
5. The first Organisation then optionally checks the results

i ndi cated by the Status and any associ ated signhature and
takes the appropriate action or stops.

ho_k_k_k_Kk_k_k_*_K_Kk_Kk_k_K_Kh_Kk_Kk_*_K_Kh_Kk_*_*_K_Kh_Kk_*_*_*_Kk_*_*_*_*_*k_%*_%

Fi gure 5 Authentication Exchange
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An Aut hentication Exchange uses the follow ng Tradi ng Conponents that
are passed between the two Organi sations:

o the Authenticati on Request Conponent that requests an
Aut henti cation and indicates the authentication algorithm and
optional challenge data to be used

0 A Trading Role Informati on Request Conponent that requests
i nformati on about an Organisation, for exanple a ship to address.

o The Authenticati on Response Conponent which contains the challenge
response generated by the recipient of the Authentication Request
Conponent .

0 Organisation Conmponents that contain the result of the Trading
Rol e I nformati on Request

o the Status Conponent which contains the results of the second
party’'s verification of the Authenticati on Response.

2.3 Scope of Baseline |OIP
This specification describes the | OTP Transactions whi ch make up
Baseline |1 OTP. As described in the preface, IOTP will evol ve over
time. This section defines the initial conformance criteria for
i mpl ementations that claimto "support |OTP."
The main deterninant on the scope of an I OTP inplenentation is the
rol es which the solution is designed to support. The roles within
| OTP are described in nore detail in section 2.1 Trading Roles. To
sunmari se the roles are: Merchant, Consuner, Paynent Handl er
Del i very Handl er and Custoner Care Provider
Paynment Handl ers who can be of three types:

o those who accept a paynent as part of a purchase or nmake a paynent
as part of a refund,

o those who accept value as part of a deposit transaction, or
o those that issue value a withdrawal transaction

The following table defines, for each role, the I OTP Transacti ons and
Tradi ng Bl ocks whi ch nust be supported for that role.
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TRANSACTI ONS

Pur chase

Ref und

Aut henti cati on

Val ue Exchange

W t hdr awal

Deposi t

I nquiry

Pi ng

TRADI NG BLOCKS
TPO

TPO Sel ecti on

Aut h- Request

Aut h- Repl y

O fer Response

Bur det t
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Mer chant s
ECash ECash
Store Val ue Val ue
| ssuer Acquirer
Must
Mer chant s
ECash ECash
Store Val ue Val ue
| ssuer Acquirer
Must
May Must May
May
Must
Must
Must Must Must
Must Must Must
Must Must Must
Must Must Must
a) a)
Depends Depends
a) a)
Depends Depends
Must Must Must
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Consuner

Must

Consuner
b)
Depends

b)
Depends

Must

b)
Depends

b)
Depends

May

May

Must
Must

a)
Depends

a)
Depends

Must

April 2000
Paynent Del i very
Handl er Handl er
Paynment Delivery
Handl er Handl er
Must Must
Must Must
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Paynment
Request

Payment
Exchange

Paynment
Response

Del i very
Request

Del i very
Response

I nquiry
Request

I nquiry
Response

Pi ng Request
Pi ng Response
Si gnat ure

Error

In the above table:

o "Must"

Store

Must

Must

Must

Must

Must

Must

Tradi ng Bl ock.

Must

Must

Must

Must

Must

Must

|OTP/ 1.0

Mer chant s
ECash ECash
Val ue Val ue

| ssuer Acquirer

Must

Must

Must

Must

Must

Must

Must

Must

Must

Must

Must

Consuner

Must

Must

Must
Must
Limted

Must

Must

Must

Must

Paynment
Handl er

Must

Must

Must
Must
Must

Must

April 2000

Must

Must

Del i very
Handl er

Must

Must

Must
Must
Must

Must

means that a Tradi ng Rol e nust support the Transaction or

0o "May" neans that an inplenentation nmay support the Transaction or

Tradi ng Bl ock at the option of the devel oper

o "Depends"

neans inplenentati on of the Transaction or Trading Bl ock
depends on one of the follow ng conditions:

- if Baseline Authentication |IOIP Transaction is supported;

Bur det t
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- if required by a Paynment Method as defined in its |OIP
Suppl enent docunent .

o0 "Limted" nmeans the Tradi ng Bl ock nmust be understood and its
content mani pul ated but not in every respect. Specifically, on the
Si gnature Bl ock, Consuners do not have to be able to validate
digital signatures.

An | OTP sol ution must support all the I OTP Transactions and Trading
Bl ocks required by at |east one role (columm) as described in the
above table for that solution to be described as "supporting | OTP".

3. Protocol Structure

The previous section provided an introduction which expl ai ned:

o Trading Roles which are the different roles which O ganisations
can take in a trade: Consuner, Merchant, Paynment Handl er, Delivery
Handl er and Custoner Care Provider, and

o Tradi ng Exchanges where each Tradi ng Exchange invol ves the
exchange of data, between Trading Roles, in the formof a set of

Tradi ng Conponents.

This section descri bes:

0o how Tradi ng Conmponents are constructed into Tradi ng Bl ocks and the
| OTP Messages which are physically sent in the form of [XM]
docunents between the different Tradi ng Rol es,

o how | OTP Messages are exchanged between Trading Roles to create an
| OTP Transacti on

o the XML definitions of an | OTP Message including a Transaction
Ref erence Block - an XML el enment which identifies an | OTP
Transaction and the | OTP Message within it

o the definitions of the XML ID Attributes which are used to
identify | OTP Messages, Trading Bl ocks and Tradi ng Conponents and
how these are referred to using El enent References from other XM
el ement s

0 how extra XM. El enents and new user defined values for existing
| OTP codes can be used when Extending | OTP,

o how | OTP uses the Packaged Content Elenment to enbed data such as

payment protocol messages or detailed order definitions within an
| OTP Message
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o how I OTP Identifies Languages so that different |anguages can be
used within | OTP Messages

o how | OTP handl es both Secure and | nsecure Net Locations when
sendi ng nessages

o how an | OTP Transacti on can be cancell ed.
3.1 Overview
3.1.1 | OTP Message Structure

The structure of an | OTP Message and its relationship with Tradi ng
Bl ocks and Tradi ng Conponents is illustrated in the di agram bel ow.
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*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

| OTP MESSAGE <---------- | OTP Message - an XM. Docunent which is
transported between the Tradi ng Rol es
-Trans Ref Block <----- Trans Ref Block - contains information which
| descri bes the | OTP Transaction and the | OTP
Message.

| -Trans Id Conp. <--- Transaction |Id Conponent - uniquely

| identifies the I OTP Transaction. The Trans Id

| Components are the sanme across all |OIP

| messages that conprise a single | OTP

| transacti on.

| -Msg Id Conp. <----- Message |1d Conponent - identifies and
describes an | OTP Message within an | OTP
Transaction

-Signature Block <----- Signature Block (optional) - contains one or

| nmore Signature Conponents and their

| associ ated Certificates

| - Si gnature Conp. <-- Signature Conponent - contains digital

| signatures. Signatures may sign digests of

| the Trans Ref Bl ock and any Tradi ng Conponent

| in any | OTP Message in the same | OTP

| transacti on.

|-Certificate Conp. < Certificate Conponent (Optional) Used to check
t he signature.

-Trading Block <------- Trading Block - an XML El enent within an | OTP
| - Tradi ng Conp. Message that contains a predefined set of
| - Tradi ng Conp. Tradi ng Conponents
| - Tradi ng Conp.
|

-Tradi ng Conp. <--- Tradi ng Conponents - XM. Elenents within a
Tradi ng Bl ock that contain a predefined set

- Tradi ng Bl ock of XML elenents and attributes containing
| - Tradi ng Conp. information required to support a Trading
| - Tradi ng Conp. Exchange
| - Tradi ng Conp.
| - Tradi ng Conp.
| - Tradi ng Conp.

ho_k_k_k_Kh_ _k_k_Kk_Kh_Kk_Kk_*_K_Kh_Kk_*_*_K_Kh_Kk_*_*_K_Kh_Kk_*_*_*_k_*k_*_*_%

Figure 6 | OTP Message Structure

The di agram al so i ntroduces the concept of a Transaction Reference

Bl ock. This bl ock contains, anongst other things, a globally unique
identifier for the | OTP Transaction. Al so each bl ock and conponent is
given an ID Attribute (see section 3.4) which is unique within an

| OTP Transaction. Therefore the conbination of the ID attribute and
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the globally unique identifier in the Transacti on Reference Block is
sufficient to uniquely identify any Tradi ng Bl ock or Trading
Conponent .

3.1.2 I OIP Transactions
A predefined set of | OTP Messages exchanged between the Tradi ng Rol es
constitute an | OTP Transaction. This is illustrated in the diagram
bel ow.

Kk gk gk gk gk gk ok ok gk gk gk gk ok ok gk gk gk ok ok gk gk gk ok ok ok Lok gk gk ok ok ok Lk 4k gk

CONSUMER MERCHANT
Cenerate first
| OTP Message
|
| | v
Process inconi ng I
| OTP Message & O | | ------------ | | OTP Message |
generate next |OTP |
Message | N |
| | |
v | |
————————————— | T Process inconi ng
| |OTP Message | -------------- | | ----------- > | OTP Message &
------------- | | gener at e next
| E | | OTP Message
| | |
| | v
Process inconi ng | Rl e

| OTP Message
generate |ast | OIP

A
9
T
&
”
7
®
Q
o

|

Message & stop | N |

| |

v I
_____________ | E | Process | ast
| |OTP Message | -------------- I R > incomng | OTP
............. | | Message & stop

| | T | |

% | | %

STOP STOP

k_k_Kk_k_Kk_Kk_*_Kk_*_Kk_*_K _*_* _*_*_*k_*_*K _*_* _*_*_*k_*_* _*_*_*_*_%*_*_%_%_

Figure 7 An | OTP Transaction
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In the above diagramthe Internet is shown as the transport
mechanism This is not necessarily the case. | OTP Messages can be
transported using a variety of transport mechani sns.

The 1 OTP Transactions (see section 9) in this version of |OIP are
specifically:

0 Purchase. This supports a purchase involving an offer, a paynent
and optionally a delivery

0 Refund. This supports the refund of a paynment as a result of,
typically, an earlier purchase

o Value Exchange. This involves two paynments which result in the
exchange of value from one conbi nation of currency and paynent
met hod to anot her

0 Authentication. This supports the renote authentication of one
Tradi ng Role by another Trading Role using a variety of
aut hentication algorithms, and the provision of an O ganisation
I nformation about the Trading Role that is being authenticated for
use in, for exanple, the creation of an offer

0o Wthdrawal. This supports the w thdrawal of electronic cash froma
financial institution

0 Deposit. This supports the deposit of electronic cash at a
financial institution

0 Inquiry This supports inquiries on the status of an | OTP
transaction which is either in progress or is conplete

o Ping This supports a sinple query which enables one | OTP aware
application to deternine whether another |1OIP application running
el sewhere is working or not.

3.2 | OTP Message
As described earlier, 10OTP Messages are [ XM.] docunents which are
physically sent between the different Trading Roles that are taking
part in a trade
The XML definition of an | OTP Message is as foll ows.
<! ELEMENT | ot pMessage
( TransRef Bl k,

Si gBl k?,
ErrorBl k?,
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( Aut hRegBI k |
Aut hRespBIl k |
Aut hSt at usBl k |
Cancel Bl k |
Del i veryReqBl k |
Del i veryRespBl k |
I nqui ryReqBIl k |
I nqui ryRespBIl k |
O ferRespBl k |

PayExchBl k |

PayReqBl k |

PayRespBIl k |

Pi ngReqgBI k |

Pi ngRespBl k |

TpoBl k |

TpoSel ecti onBl k

)*
>
<I ATTLI ST | ot pMessage
xm ns CDATA
"iotp:ietf.org/iotp-v1i.O
Cont ent :
TransRef Bl k This contains information which describes an | OTP
Message within an | OTP Transacti on (see section
3.3 imedi ately bel ow)

Aut hReqgBl k, These are the Tradi ng Bl ocks.
Aut hRespBI k,
Del i ver yReqBlI k, The Tradi ng Bl ocks present within an | OTP Message,
Del i ver yRespBI k and the content of a Trading Block itself is
Error Bl k dependent on the type of | OIP Transaction being
I nqui r yReqBI k, carried out - see the definition of each
I nqui r yRespBlI k, transaction in section 9 Internet Open Trading
O f er RespBl k, Prot ocol Transacti ons.
PayExchBlI k,
PayReqBlI k, Ful | definitions of each Trading Block are
PayRespBI k, described in section 8.
Pi ngReqBI k,
Pi ngRespBlI k,
Si gBl k,
TpoBl k,
TpoSel ecti onBl k
Attributes:
xnl ns The [ XML Nanespace] definition for | OTP nessages.
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3.2.1 XM. Docunent Prol og

The | OTP Message is the root el ement of the XML docunent. It
theref ore needs to be preceded by an appropriate XM. Docurment Prol og.
For exanpl e:

<?XML Version="1.0"?>
<! DOCTYPE | ot pMessage >
<l ot pMessage>

</ ot pMessage>
3.3 Transaction Reference Bl ock

A Transaction Reference Block contains information which identifies
the 1 OTP Transaction and | OTP Message. The Transacti on Reference
Bl ock cont ai ns:

0 a Transaction Id Conponent which globally uniquely identifies the
| OTP Transaction. The Transaction |d Conponents are the same
across all | OIP nessages that conprise a single | OIP transaction,

0 a Message |Id Component which provides control information about
the 1 OTP Message as well as uniquely identifying the | OTP Message
within an | OTP Transaction, and

0 zero or nore Related To Conponents which link this | OTP
Transaction to either other | OIP Transactions or other events
using the identifiers of those events.

The definition of a Transaction Reference Block is as foll ows:
<l ELEMENT TransRefBl k (Transld, Msgld, RelatedTo*) >
<! ATTLI ST TransRef Bl k
ID ID #REQUI RED >
Attributes:
I D An identifier which uniquely identifies the

Transaction Reference Block within the | OTP
Transaction (see section 3.4 ID Attributes).

Cont ent :

Transl d See 3.3.1 Transaction Id Conponent inmediately
bel ow.

Megl d See 3.3.2 Message |d Conponent inmedi ately bel ow.
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See 3.3.3 Related To Conponent inmredi ately bel ow.

3.3.1 Transaction |Id Conponent

This contains information which globally uniquely identifies the |IOTP
Transaction. Its definition is as follows:

<! ELEMENT Transld EMPTY >

<! ATTLI ST Transld
I D

Ver si on

| ot pTransld

| ot pTransType
TransTi meSt anp
Attributes:

ID

Ver si on

| ot pTranslid

| ot pTransTyp

Bur det t

I D #REQUI RED
NMIOKEN #FI XED ’* 1. 0’
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED >

An identifier which uniquely identifies the
Transaction |d Conponent within the | OTP
Transacti on.

This identifies the version of IOTP, and therefore
the structure of the | OTP Messages, which the | OTP
Transaction i s using.

Cont ai ns data which uniquely identifies the | OTP
Transaction. It nmust conformto the rules for
Message Ids in [ RFC 822].

This is the type of | OTP Transaction being carried
out. For Baseline IOTP it identifies a "standard"

| OTP Transaction and inplies the sequence and
content of the | OTP Messages exchanged between the
Tradi ng Roles. The valid values for Baseline |OIP
are:

0 Basel i neAut henti cation
Basel i neDeposi t
Basel i nePur chase
Basel i neRef und
Basel i neW t hdr awal
Basel i neVal ueExchange
Basel i nel nquiry
Basel i nePi ng

OO0OO0OO0OO0OO0OO0

Val ues of |otpTransType are managed under the
procedure described in section 12 | ANA
Consi derati ons which al so all ows user defined
val ues of lotpTransType to be defi ned.

I nf or mat i onal [ Page 38]



RFC 2801

TransTi neSt anp

|OTP/ 1.0 April 2000

In later versions of 10TP, this list will be
extended to support different types of standard

| OTP Transaction. It is also likely to support the
type Dynami c which indicates that the sequence of
steps within the transaction are non-standard.

Where the systeminitiating the | OTP Transacti on
has an internal clock, it is set to the tinme at
which the | OTP Transaction started in [UTC
format.

The main purpose of this attribute is to provide
an alternative way of identifying a transaction by
specifying the tine at which it started.

Some systemns, for exanple, hand held devices may
not be able to generate a time stanp. In this
case this attribute should contain the value "NA"
for Not Avail abl e.

3.3.2 Message | d Conponent

The Message |1 d Conponent provides control information about the |IOTP

Message as wel |

| OTP Transaction

as uniquely identifying the |1 OTP Message within an
Its definition is as foll ows.

<! ELEMENT Msgld EMPTY >

<! ATTLI ST Msgld

ID
Respl ot pMsg
xm : 1 ang

LangPr ef Li st
Char Set Pr ef Li st

ID #REQUI RED
NMIOKEN #| MPLI ED
NMIOKEN #REQUI RED
NMIOKENS #| MPLI ED
NMTOKENS #| MPLI ED

Sender Tr adi ngRol eRef NMICKEN #| MPLI ED

Sof twarel d
Ti neSt anp

Attributes:

I D

Respl ot pMsg

Bur det t

CDATA  #REQUI RED
CDATA  #l MPLI ED >

An identifier which uniquely identifies the

| OTP Message within the 1 OTP Transaction (see
section 3.4 ID Attributes). Note that if an

| OTP Message is resent then the value of this
attribute remains the sane.

This contains the ID attribute of the Message

I d Conponent of the | OTP Message to which this
| OTP Message is a response. In this way al
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Xm : 1 ang

LangPr ef Li st

Char Set Pr ef Li st

Sof twarel d
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the 1 OTP Messages in an | OTP Transaction are
unanbi guously linked together. This field is
required on every | OTP Message except the
first 10OTP Message in an | OTP Transaction

The El enent Reference (see section 3.5) of the
Tradi ng Rol e which has generated the | OTP
message. It is used to identify the Net
Locations (see section 3.9) of the Trading
Rol e to which problens Technical Errors (see
section 4.1) with any of Tradi ng Bl ocks shoul d
be report ed.

Defi nes the | anguage used by attributes or
child elenents within this conmponent, unless
overridden by an xm :lang attribute on a child
el ement. See section 3.8 ldentifying
Languages.

Optional |ist of Language codes that conform
to [ XM.] Language ldentification. It is used
by the sender to indicate, in preference
sequence, the | anguages that the receiver of
the nmessage ideally should use when generating
a response. There is no obligation on the
receiver to respond using one of the indicated
| anguages, but using one of the |languages is
likely to provide an inproved user experience.

Optional list of Character Set identifiers
that conformto [ XM.] Characters. It is used
by the sender to indicate, in preference
sequence, the character sets that the receiver
of the nmessage ideally should use when
generating a response. There is no obligation
on the receiver to respond using one of the
character sets indicated, but using one of the
character sets is likely to provide an

i mproved user experience.

This contains informati on which identifies the
software which generated the | OTP Message. Its
purpose is to help resolve interoperability
probl ens that mght occur as a result of

i nconpatibilities between nmessages produced by
different software. It is a single text string
in the | anguage defined by xm:lang. It nust
contain, as a mninum
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o the nane of the software manufacturer
o the nane of the software

o the version of the software, and

o the build of the software

Where t he device sending the nessage has an
internal clock, it is set to the tine at which
the |1 OTP Message was created in [UTC] fornat.

nent

onent links IOTP Transactions to either other |QOTP
er events using the identifiers of those events.

Its definition is as foll ows.

<! ELEMENT Rel at edTo
<I ATTLI ST Rel at edTo
I D

xm : 1 ang

Rel ati onshi pType
Rel ati on

Rel nKeyWor ds

Attributes:
I D
xm : 1 ang

Rel ati onshi pType

Bur det t

(PackagedContent) >

ID #REQUI RED
NMIOKEN #REQUI RED
NMIOKEN #REQUI RED
CDATA  #REQUI RED
NMTOKENS #| MPLI ED >

An identifier which uniquely identifies the
Rel ated To Conponent within the I OTP Transaction

Defines the | anguage used by attributes or child
el ements within this conponent, unless overridden
by an xm:lang attribute on a child elenment. See
section 3.8 ldentifying Languages.

Defines the type of the relationship. Valid val ues
are:

o lotpTransaction. in which case the Packaged
Content El enent contains an |lotpTransld of
anot her | OTP Transaction

0 Reference in which case the Packaged Content
El ement contains the reference of some other
non-1 OTP docunent.

Val ues of Rel ationshi pType are controll ed under
the procedures defined in section 12 | ANA

Consi derations which also all ows user defined
val ues to be defi ned.
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Rel ati on The Relation attribute contains a phrase in the
| anguage defined by xm :lang which describes the
nature of the relationship between the | OIP
transaction that contains this conmponent and
anot her | OTP Transaction or other event. The exact
words to be used are left to the inplenenters of
the | OTP software

The purpose of the attribute is to provide the
Trading Roles involved in an | OTP Transaction with
an expl anation of the nature of the rel ationship
bet ween the transacti ons.

Care should be taken that the words used to in the
Relation attribute indicate the "direction" of the
relationship correctly. For exanple: one
transaction mght be a refund for another earlier
transaction. In this case the transaction which is
a refund should contain in the Relation attribute
words such as "refund for" rather than "refund to"
or just "refund"

Rel nKeyWor ds This attribute contains keywords which could be
used to help identify simlar relationships, for
exanple all refunds. It is anticipated that
reconmended keywords will be devel oped through
exanmi nation of actual usage. In this version of
the specification there are no specific
recomendati ons and the keywords used are at the
di scretion of inplenenters.

Cont ent :

PackagedCont ent The Packaged Content (see section 3.7) contains
data which identifies the related transaction. Its
format varies depending on the value of the
Rel ati onshi pType.

3.4 ID Attri butes

| OTP Messages, Blocks (i.e. Transaction Reference Bl ocks and Tradi ng
Bl ocks), Tradi ng Conponents (including the Transaction |Id Conponent
and the Signature Conponent) and sone of their child elenents are
each given an XML "I D" attribute which is used to identify an

i nstance of these XML elenents. These identifiers are used so that
one el enent can be referenced by another. Al these attributes are
given the attribute nane ID.
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The val ues of each ID attribute are unique within an |IOTP transaction
i.e. the set of | OTP Messages whi ch have the sanme gl obally uni que
Transaction | D Conponent. Also, once the ID attribute of an el enent
has been assigned a value it is never changed. This neans that
whenever an elenment is copied, the value of the ID attribute remains
t he sane.

As a result it is possible to use these IDs to refer to and |ocate

the content of any | OTP Message, Bl ock or Conponent from any other

| OTP Message, Bl ock or Conponent in the sane | OTP Transacti on using
El ement References (see section 3.5).

This section defines the rules for setting the values for the ID
attributes of | OTP Messages, Bl ocks and Conponents.

3.4.1 | OTP Message ID Attribute Definition

The ID attribute of the Message |1d Conponent of an | OTP Message nust
be unique within an | OTP Transaction. It's definition is as foll ows:

| ot pMsgl d_val ue
| ot pMsgl dPrefi x
| ot pMsgl dSuf fi x

| ot pMsgl dPrefix |otpMsgl dSuffix
NanmeChar (NaneChar)*
Digit (Digit)*

| ot pMsgl dPrefi x Apart from nessages which contain: an Inquiry
Request Trading Bl ock, an Inquiry Response Trading
Bl ock, a Ping Request Trading Block or a Ping
Response Tradi ng Bl ock; then the same prefix is
used for all nmessages sent by the Merchant or
Consuner role as follows:

o "M - Merchant
o "C'" - Consuner

For nmessages which contain an | nquiry Request
Tradi ng Bl ock or a Ping Request Tradi ng Bl ock, the
prefix is set to "I" for Inquiry.

For messages which contain an | nquiry Response
Tradi ng Bl ock or a Ping Response Tradi ng Bl ock,
the prefix is set to "Q'.

The prefix for the other roles in a trade is
contai ned wi thin the Organisation Conponent for
the role and are typically set by the Merchant.
The following is recomended as a guideline and
must not be relied upon:
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"P' - First (only) Paynent Handl er
"R'" - Second Paynent Handl er

"D' - Delivery Handl er

"C' - Deliver To

O oO0O0Oo

As a guideline, prefixes should be Iinmted to one
character.

NameChar has the same definition as the [ XM]
definition of NameChar.

| ot pMsgl dSuf fi x The suffix consists of one or nore digits. The
suffix nmust be unique within a Trading Role within
an | OTP Transaction. The followi ng is recomended
as a guideline and nust not be relied upon:

o the first |1 OTP Message sent by a trading role
is given the suffix "1"

0 the second and subsequent | OTP Messages sent
by the sanme trading role are increnmented by one
for each nessage

0 no leading zeroes are included in the suffix

Put nore sinply the Message |d Conponent of the
first 10OTP Message sent by a Consunmer woul d have
an | D attribute of, "Cl", the second "C2", the
third "C3" etc.

Digit has the sane definition as the [ XM]
definition of Digit.

3.4.2 Block and Conponent ID Attribute Definitions

The 1D Attribute of Blocks and Components nust al so be unique within
an | OTP Transaction. Their definition is as foll ows:

Bl KOr Conpl d_value ::= lotpMsgld value "." 1dSuffix
IdSuffix ::= Digit (Digit)*

| ot pMsgl d_val ue The ID attribute of the Message | D Conponent of
the 1 OTP Message where the Bl ock or Component is
first used.

In | OTP, Trading Conponents and Tradi ng Bl ocks are
copied fromone | OTP Message to another. The ID
attribute does not change when an existing Tradi ng
Bl ock or Conponent is copied to another |OTP
Message.

Bur det t I nf or mat i onal [ Page 44]



RFC 2801

I dSuf fi x

Bur det t

|OTP/ 1.0 April 2000

The suffix consists of one or nore digits. The
suf fix nmust be unique within the ID attribute of
the Message | D Conponent used to generate the ID
attribute. The following is recommended as a

gui del i ne and nust not be relied upon

o the first Block or Conponent sent by a trading
role is given the suffix "1"

othe ID attributes of the second and subsequent
Bl ocks or Conponents are increnented by one for
each new Bl ock or Conponent added to an | OIP
Message

0 no leading zeroes are included in the suffix

Put nore sinply, the first new Bl ock or Conponent
added to the second | OTP Message sent, for
exanpl e, by a consuner would have a an ID
attribute of "C2.1", the second "C2.2", the third
"C2.3" etc.

Digit has the sane definition as the [ XM]
definition of Digit.
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3.4.3 Exanple of use of ID Attributes
The diagram below illustrates how ID attribute val ues are used

L R R R R R R R R S R R R T R R R R R R T it B B T T e L G SRR T S B g R g R e

1st | OTP MESSAGE 2nd | OTP MESSAGE
(e.g., from Merchant to (e.g., from Consuner to
Consurmer Payment Handl er)
| OTP MESSAGE | OTP MESSAGE *
| -Trans Ref Block. ID=M.1 | -Trans Ref Bl ock.|D=Cl. 1*
| |-Trans Id Conp. ID=M.2 ------------ > |-Trans Id Conp.
[ Copy Element | | [|D=M.2
| |]-Msg Id Conp. ID=M | |-Msg Id Comp. ID=Cl *
| |
| - Signature Block. 1D=M.8 | - Si gnature Bl ock. | D=C1. 5*
| |-Sig Comp. IDEML.15 ------------------ > |-Conp. I|D=M.15
| Copy El enent
| - Tradi ng Bl ock. |D=ML.3 | - Tradi ng Bl ock. | D=Cl.2 *
| ]-Comp. IDEML. 4 ---mmmm oo >| - Conp. | D=M.. 4
| Copy El enment |
| |-Comp. IDEML.5 -----mmmmme e >| - Conp. | D=ML.5
| Copy El enent |
| |-Conp. ID=M.6 | -Comp. ID=C1.3 *
| |-Conp. ID=M.7 | - Conp. 1 D=Cl.4 *
|
|_

Tradi ng Bl ock. 1 D=M.9
| - Conp. | D=M.. 10 * = new el enents
| -Comp. | D=M. 11
| -Comp. | D=ML. 12
| - Conp. | D=ML. 13

Kk _k_Kh_Kh_k_k_*k_K_Kh_Kk_K*_K*_*K_Kh_Kh_K*_K*_*_K_K _Kk_K*_*k_*_K_K _K*_K*_*_*_*_*_%*_%_
Fi gure 8 Exanple use of ID attributes

3.5 El enent References
A Tradi ng Conmponent or one of its child XML el ements, may contain an
XML attribute that refers to another Block (i.e. a Transaction
Ref erence Bl ock or a Trading Bl ock) or Tradi ng Conponent (including a
Transaction Id and Signature Conponent). These El enent References are
used for many purposes, a few exanpl es include:

o identifying an XM. el enent whose Digest is included in a Signature
Conponent ,
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o referring to the Paynent Handl er O gani sati on Conponent which is
used when meki ng a Paynent

An El enent Reference always contains the value of an ID attribute of
a Bl ock or Conponent.

Identifying the |1 OTP Message, Trading Block or Tradi ng Conponent
which is referred to by an El ement Reference, involves finding the
XM. el enent which

o belongs to the sanme | OTP Transaction (i.e. the Transaction Id
Conmponents of the | OTP Messages match), and

o where the value of the ID attribute of the el enent matches the
val ue of the El enent Reference

Note: The term "match” in this specification has the sane definition
as the [ XM.] definition of match.

An exanpl e of "matching" an El ement Reference is illustrated in the
exanpl e bel ow
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*+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

1st | OTP MESSAGE 2nd | OTP MESSAGE
(e.g., fromMerchant to (e.g., from Consuner to
Consurer Paynent Handl er)
| OTP MESSAGE | OTP MESSAGE
| - Trans Ref Block. |D=M.1 Trans 1D | - Trans RefBlock. |ID=Cl.1
| |-Trans Id Conp. ID = ML.2 <-Conponents-|->|-Transld Conp. | D=ML. 2
| must be |
| |-Msg Id Comp. ID=M | denti cal | |-Msg Id Comp. |ID=Cl
| n |
| - Signature Bl ock. |ID=M.8 | | - Signature Bl ock.1D=Cl1.5
| |-Sig Conp. |D=ML. 15 | | |-Conp. |ID=M.15
| AND |
| - Tradi ng Bl ock. 1D=M.3 | | - Tradi ng Bl ock. |D=Cl.2
| |-Conmp. ID=M.4 | | -Comp. | D=ML. 4
|| v |
| |-Conmp. IDEML.5 <-------- -1D Attribute | -Comp. | D=ML.5
[ and El Ref |
| |-Conp. |ID=M.6 val ues nust | - Conp. I D=CLl.3
| match-------- |--> Bl Ref=ML.5
| |-Conp. ID=ML.7 | -Comp. ID=Cl.4
|
|

-Tradi ng Bl ock. |D=ML.9
| - Conp. | D=M. 10
| - Conp. | D=ML. 11
| - Comp. | D=ML. 12
| - Conp. | D=ML.. 13

k_k_k_k_Kk_*_K*_K*_*_Kk_*_K _*_*_*_*_*k_*_* _*_*_*_*_*k_*_*_*_*_*_*_%*_%*_%_%_

Fi gure 9 El enent References

Not e: El ement Reference attributes are defined as "NMIOKEN' rat her
than "I DREF" (see [XM.]). This is because an | DREF requires that the
XM. el enent referred to is in the sane XM. Docunent. Wth IOTP this
is not necessarily the case.

3.6 Extending | OTP

Baseline | OTP defines a m ni mum protocol which systens supporting

| OTP nust be able to accept. As new versions of | OTP are devel oped,
additional types of IOTP Transactions will be defined. In addition to
this, Baseline and future versions of 10OTP will support user
extensions to | OTP through two nmechani sns:
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o extra XM el enents, and
o new values for existing | OTP codes.
3.6.1 Extra XM. El enents

The XML el enent and attribute names used within | OTP constitute an

[ XML Nanespace] as identified by the xmns attribute on the

| ot pMessage elenment. This allows | OTP to support the inclusion of
additional XM. elements within | OTP nessages through the use of [ XM
Nanespaces] .

Usi ng XML Nanespaces, extra XM. el enents may be included at any |evel
within an | OTP nmessage i ncl udi ng:

o new Tradi ng Bl ocks

0 new Tradi ng Conponents

0 new XM. elenents within a Tradi ng Conponent.
The follow ng rules apply:

o any new XM el enent nust be declared according to the rules for
[ XML Nanespaces]

o new XM el enents which are either Tradi ng Bl ocks or Trading
Conmponents must contain an ID attributes with an attribute nanme of
| D.

In order to nmake sure that extra XM. el ements can be processed
properly, |OTP reserves the use of a special attribute,

|OTP: Critical, which takes the values True or Fal se and nay appear in
extra elenents added to an | OTP nessage.

The purpose of this attribute is to allow an | OTP aware application
to determine if the I OTP transacti on can safely conti nue.
Specifically:

o if an extra XML elenent has an "I OTP: Critical" attribute with a
val ue of "True" and an | OTP aware applicati on does not know how to
process the elenent and its child elenents, then the | OTP
transaction has a Technical Error (see section 4.1) and nust fail.

o if an extra XM elenent has an "IOIP:Critical" attribute with a
val ue of "Fal se" then the | OIP transaction may continue if the
| OTP aware application does not know how to process it. In this
case:
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- any extra XM el enents contained within an XM. el enent defi ned
within the | OTP nanespace, mnust be included with that el enent
whenever the | OTP XM el enent is used or copied by | OTP

- the content of the extra el ement nust be ignored except that it
nmust be included when it is used in the creation of a digest as
part of the generation of a signature

o if an extra XML elenent has no "I OTP: Critical" attribute then it
nust be treated as if it had an "IOTP: Critical" attribute with a
val ue of "True"

o if an XML el enent contains an "I OIP: Critical" attribute, then the
val ue of that attribute is assunmed to apply to all the child
elements within that el ement

In order to ensure that docunments containing "IOTP:Critical"” are
valid, it is declared as part of the DID for the extra el enent as:

| OTP: Criti cal (True | False ) 'True

3. 6.2 Opaque Enbedded Data
If 10TP is to be extended usi ng Opaque Enbedded Data then a Packaged
Content El enment (see section 3.7) should be used to encapsul ate the
dat a.

3.7 Packaged Content El enent
The Packaged Content el enent supports the concept of an enbedded data
stream transformed to both protect it against misinterpretation by
transporting systens and to ensure XML conpatibility. Exanples of its
use in | OTP incl ude:
0 to encapsul ate paynent schene nessages, such as SET nessages

0 to encapsulate a description of an order, a paynent note, or a
del i very note.

In general it is used to encapsul ate one or nore data streans.
This data stream has three standardised attributes that allow for

identification, decoding and interpretation of the contents. Its
definition is as foll ows.
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<! ELEMENT PackagedCont ent (#PCDATA) >
<I ATTLI ST PackagedCont ent

Nane CDATA #1 MPLI ED

Cont ent NMIOKEN " PCDATA"

Tr ansf or m ( NONE| BASE64) "NONE" >
Attributes:

Nare Optional. Distingui shes between multiple

occurrences of Packaged Content Elenents at the
same point in | OIP. For exanple:
<ABCD>
<PackagedCont ent Nane=' FirstPi ece’ >
snroasdf nas934k
</ PackagedCont ent >
<PackagedCont ent Name=" SecondPi ece’ >
dvdsj nl 5poi dsdsf | kj nw45
</ PackagedCont ent >
</ ABCD>

The name attribute may be omtted, for exanple if
there is only one Packaged Content el enent.

Cont ent This identifies what type of data is contained

within the Content of the Packaged Content

El enent. The valid values for the Content

attribute are as foll ows:

0 PCDATA. The content of the Packaged Content
El ement can be treated as PCDATA with no
further processing.

o M ME. The content of the Packaged Content
El ement is a conplete MME item Processing
shoul d include | ooking for MM headers inside
t he Packaged Content El enent.

o M ME: nm netype. The content of the Packaged
Content Elenment is MM content, with the
foll owi ng header "Content-Type: ninetype".
Al though it is possible to have M ME: m netype
with the Transformattribute set to NONE, it is
far more likely to have Transformattribute set
to BASE64. Note that if Transformis NONE is
used, then the entire content nust still
conformto PCDATA. Sone characters will need to
be encoded either as the XML default entities,
or as nuneric character entities.
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o XM.. The content of the Packaged Content
El enent can be treated as an XM. docunent.
Entiti es and CDATA sections, or Transform set
to BASE64, nust be used to ensure that the
Packaged Content El enent contents are
| egi ti mat e PCDATA.

Val ues of the Content attribute are controlled
under the procedures defined in section 12 | ANA
Consi derati ons which also all ows user defined
val ues to be defi ned.

Transform This identifies the transformati on that has been
done to the data before it was placed in the
content. Valid val ues are:

o NONE. The PCDATA content of the Packaged
Content Elenent is the correct representation
of the data. Note that entity expansion nust
occur first (i.e. replacenent of &anp; and
&#9;) before the data is exam ned. CDATA
sections may legitimtely occur in a Packaged
Content El ement where the Transformattribute
is set to NONE

0 BASE64. The PCDATA content of the Packaged
Content El enent represents a BASE64 encodi ng of
the actual content.

Cont ent :

PCDATA This is the actual data which has been enbedded
The format of the data and rules on how to decode
it are contained in the Content and the Transform
attri butes

Note that any special details, especially customattributes, nust be
represented at a higher |evel

3.7.1 Packagi ng HTML

The packaged content may contain HTM.. In this case the foll ow ng
conventions are foll owed:

o references to any docunents, inages or other things, such as
sounds or web pages, which can affect the recipient’s
under st andi ng of the data which is being packaged nust refer to
ot her Packaged El ements contained within the sanme parent el ement,
e.g., an Order Description
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o if nore than one Packaged Content elenent is included within a
parent elenent in order to neet the previous requirenent, then the
Name attribute of the top | evel Packaged Content from which
references to all other Packaged El enents can be deternined,
shoul d have a val ue of Main

o relative references to other docunents, inmges, etc. fromone
Packaged Content elenent to another are realised by setting the
val ue of the relative reference to the Nane attribute of another
Packaged Content el ement at the sane level and within the sane
parent el enent

0 no external references that require the reference to be resol ved
i medi ately should be used. As this could nmake the HTM. difficult
or inpossible to display conpletely

o [MM] is used to encapsul ate the data inside each Packaged
El ement. This nmeans that the information in the M ME header used
to identify the type of data which has been encapsul ated and
therefore how it should be displayed.

If the above conventions are not followed by, for exanple, including
external references which nust be resolved, then the recipient of the
HTML shoul d be i nfor med.

Note: As an inplenentation guideline the values of the Nane
Attributes allocated to Packaged Content el ements should make it
possi ble to extract each Packaged Content into a directory and then
di splay the HTM. directly

3. 7.2 Packagi ng XM

Support for XM is recommended. When XM. needs to be displayed, for
exanple to display the content of an Order Description to a Consuner,
then inplenmenters should follow the | atest recomendati ons of the
Wrld Wde Wb Consortium

Note: At the tinme of witing this specification, standards are under
devel opnent that specify XM. style sheets that show how XM. docunents
shoul d be di spl ayed. See:

0 "Extensible Styl esheet Language (XSL) Specification" at
http://ww. w3. org/ TR/ WD- xsl, and

0 "Associating stylesheets with XM. docunents" at
http://ww. w3. org/ TR/ xm - st yl esheet .
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Once these standards becone WBC "Recommendations”, then it is
anticipated that this specification will be amended if practical

3.8 ldentifying Languages

| OTP uses [ XM.] Language ldentification to specify which | anguages
are used within the content and attributes of | OTP Messages.

The followi ng principles have been used in order to detern ne which
XML el enents contain an xml:lang Attributes:

0 a mandatory xm:lang attribute is contained on every Trading
Conmponent which contains attributes or content which nmay need to
be di splayed or printed in a particular |anguage

0 an optional xm:lang attribute is included on child el enents of
these Tradi ng Conponents. In this case the value of xml:lang, if
present, overrides the value for the Tradi ng Conponent.

xm :lang attributes which follow these principles are included in the
Tradi ng Conponents and their child XM. el enents defined in section 7.

A sender of a nessage, typically a Consuner can indicate a preference
for a | anguage, and a character set by specifying a list of preferred
| anguages/ character sets in a Message |d Conponent (see section
3.3.2). Note that there is no obligation on the receiver of such a
nmessage to respond using one of the |listed | anguages/character sets
as they may not have the technology to be able to do it. It also
means that the ability to handle these lists is not a requirenment for
conformance to this specification. However the ability to respond,
for exanple using one of the stated | anguages/character sets is
likely to provide a better user experience.

3.9 Secure and Insecure Net Locations

| OTP contains several "Net Locations" which identify places where,

typically, | OTP Messages nmay be sent. Net Locations come in two

types:

0 "Secure" Net Locations which are net |ocations where privacy of
data is secured using, for exanple, encryption nmethods such as
[ SSL/TLS], and

0 "lInsecure" Net Locations where privacy of data is not assured.

Note that either a Secure Net Location or an Insecure Net Location or
bot h nmust be present.
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If only one of the two Net Locations is present, then the one present
nmust be used.

Where both types of net |ocation are present then either nmay be used
dependi ng on the preference of the sender of the nessage.

3.10 Cancel |l ed Transacti ons

Any Trading Role involved in an | OTP transaction nay cancel that
transaction at any tine.

3.10.1 Cancel ling Transactions

| OTP Transactions are cancel |l ed by sending an | OTP message cont ai ni ng
just a Cancel Block with an appropriate Status Conponent to the other
Tradi ng Role involved in the Tradi ng Exchange.

Not e: The Cancel Bl ock can be sent asynchronously of any other |QOTP
Message. Specifically it can be sent either before sending or after
receiving an | OTP Message from the other Trading Rol e

If an 1 OTP Transaction is cancelled during a Tradi ng Exchange (i.e.
the interval between sending a "request” block and receiving the

mat chi ng "response" bl ock) then the Cancel Block is sent to the sane
| ocation as the next | OTP Message in the Tradi ng Exchange woul d have
been sent.

If a Consuner cancels a transaction after a Tradi ng Exchange has
completed (i.e. the "response"” block for the Tradi ng Exchange has
been received), but before the IOIP Transaction has finished then the
Consuner sends a Cancel Block with an appropriate Status Conponent to
the net location identified by the SenderNetLocn or

Secur eSender Net Locn contained in the Protocol Options Conponent (see
section 7.1) contained in the TPO Bl ock (see section 8.1) for the
transaction. This is normally the Merchant Tradi ng Rol e.

A Consumer should not send a Cancel Block after the | OTP Transaction
has conpl eted. Cancelling a conplete transaction should be treated as
a technical error.

After cancelling the I OTP Transaction, the Consuner should go to the
net |ocation specified by the Cancel NetLocn attribute contained in
the Trading Role Elenent for the Organisation that was sent the
Cancel Bl ock

A non- Consuner Trading Rol e should only cancel a transaction

o after a request block has been received and
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0 before the response bl ock has been sent

I f a non-Consumer Trading Role cancels a transaction at any other
time it should be treated by the recipient as an error.

3.10. 2 Handl i ng Cancel |l ed Transacti ons

If a Cancel Block is received by a Consuner at a point in the |OIP
Transacti on when cancellation is allowed, then the Consuner shoul d
stop the transaction

If a Cancel Block is received by a non-Consuner role, then the
Tradi ng Role should anticipate that the Consuner nmay go to the

| ocation specified by the Cancel Net Locn attribute contained in the
Trading Role Element for the Trading Role.

4. | OTP Error Handling

| OTP i s designed as a request/response protocol where each nessage is

conmposed of a nunber of Tradi ng Bl ocks which contain a nunber of
Tradi ng Conponents. There are several interrelated considerations in
handl i ng errors, re-transm ssions, duplicates, and the lIike. These
factors nean | OTP aware applications nust nmanage nessage flows nore
conpl ex than the sinple request/response nodel. Also a wide variety
of errors can occur in nmessages as well as at the transport |evel or
in Trading Bl ocks or Conponents.

This section describes at a high |Ievel how | OTP handl es errors
retries and idenpotency. It covers:

o the different types of errors which can occur. This is divided
i nto:

- "technical errors" which are i ndependent of the purpose of the
| OTP Message

- "business errors" which indicate that there is a problem
specific to the process (e.g., paynent or delivery) which is
being carried out, and

o the depth of the error which indicates whether the error is at the

transport, nessage or bl ock/conponent |eve

o howthe different trading roles should handle the different types
of messages which they may receive
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4.1 Technical Errors

Technical Errors are those which are independent of the meani ng of
the nmessage. This nmeans, they can affect any attenpt at |OTP

communi cation. Typically they are handled in a standard fashion with
a linmted nunber of standard options for the user. Specifically these
are:

o retrying the transmni ssion, or
0 cancelling the transaction

When communi cations are operating sufficiently well, a technica
error is indicated by an Error Conponent (see section 7.21) in an
Error Block (see section 8.17) sent by the party which detected the
error in an | OTP nessage to the party which sent the erroneous
nessage.

I f communi cations are too poor, a nessage which was sent nay not
reach its destination. In this case a tine-out m ght occur.

The Error Codes associated with Technical Errors are recorded in the
Error Conponent which lists all the different technical errors which
can be set.

4.2 Business Errors

Busi ness Errors may occur when the | OTP nmessages are "technically"
correct. They are connected with a particul ar process, for exanple,
an offer, paynent, delivery or authentication, where each process has
a different set of possible business errors.

For exanple, "lInsufficient funds" is a reasonabl e paynent error but
makes no sense for a delivery while "Back ordered"” is a reasonable
delivery error but not neaningful for a paynent. Business errors are
indicated in the Status Conponent (see section 7.16) of a "response
bl ock" of the appropriate type, for exanple a Paynent Response Bl ock
or a Delivery Response Bl ock. This allows whatever additiona
response related information is needed to acconpany the error

i ndi cati on.

Busi ness errors nust usually be presented to the user so that they
can decide what to do next. For exanple, if the error is insufficient
funds in a Brand I ndependent Offer (see section 9.1.2.2), the user
m ght wi sh to choose a different paynent instrunent/account of the
same brand or a different brand or paynent system Alternatively, if
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the 1 OTP based inplenentation allows it and it makes sense for that
instrunent, the user mght want to put nore funds into the
i nstrunment/account and try again.

4.3 Error Depth

The three levels at which | OTP errors can occur are the transport
| evel, the nessage |evel, and the block | evel. Each is described
bel ow

4.3.1 Transport Leve

This level of error indicates a fundanental problemin the transport
nmechani sm over which the | OTP conmuni cation is taking place.

Al'l transport level errors are technical errors and are indicated by
either an explicit transport level error indication, such as a "No
route to destination" error fromTCP/IP, or by a time out where no
response has been received to a request.

The only reasonabl e automatic action when faced with transport |eve
errors is to retry and, after some nunmber of automatic retries, to
i nform the user.

The explicit error indications that can be received are transport
dependent and the docunentation for the appropriate | OTP Transport
suppl enent should be consulted for errors and appropriate actions.

Appropriate tinme outs to use are a function of both the transport
bei ng used and of the paynent systemif the request encapsul ates
paynent information. The transport and paynment system specific
document ati on should be consulted for time out and automatic retry
paraneters. Frequently there is no way to directly informthe other
party of transport level errors but they should generally be | ogged
and if automatic recovery is unsuccessful and there is a human user,
t he user should be inforned.

4.3.2 Message Level

This level of error indicates a fundanental technical problemwth an
entire | OTP nessage. For exanple, the XML is not "Well| Formed", or
the nmessage is too large for the receiver to handle or there are
errors in the Transaction Reference Block (see section 3.3) so it is
not possible to figure out what transaction the nessage relates to.

Al'l message level errors are technical errors and are indicated by

Error Conponents (see section 7.21) sent to the other party. The
Error Conponent includes a Severity attribute which indicates whether
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the error is a Warning and nay be ignored, a TransientError which
indicates that a retry nay resolve the problemor a HardError in
whi ch case the transaction nust fail.

The Technical Errors (see section 7.21.2 Error Codes) that are
Message Level errors are:

0o XM not well fornmed. The docunent is not well formed XML (see
[ XM])

0o XM not valid. The document is not valid XM (see [ XM])

o block level technical errors (see section 4.3.3) on the
Transacti on Reference Bl ock (see section 3.3) and the Signature
Bl ock only. Checks on these bl ocks should only be carried out if
the XML is valid

Not e that checks on the Signature Bl ock include checking, where

possi bl e, that each Signature Conponent is correctly calculated. If

the Signature is incorrectly calculated then the data that should

have been covered by the signhature can not be trusted and nust be

treated as erroneous. A description of howto check a signature is

correctly calculated is contained in section 6. 2.

4.3.3 Bl ock Level

A Block level error indicates a problemw th a block or one of its

components in an | OTP nessage (apart from Transaction Reference or

Si gnature Bl ocks). The message has been transported properly, the

overal |l nessage structure and the bl ock/ conponent(s) including the

Transacti on Reference and Signature Bl ocks are neani ngful but there

is some error related to one of the other bl ocks.

Bl ock | evel errors can be either:

o technical errors, or

0 business errors

Technical Errors are further divided into:

o Block Level Attribute and El ement Checks, and

o Block and Conmponent Consi stency Checks

o Transient Technical Errors
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If a technical error occurs related to a block or conponent, then an
Error Conponent is generated for return

4.3.3.1 Block Level Attribute and El enent Checks

Bl ock Level Attribute and El enent Checks occur only within the sane
bl ock. Checks which invol ve cross-checki ng agai nst other blocks are
covered by Block and Component Consi stency Checks.

The Bl ock Level Attribute & El enent checks are:

o checking that each attribute value within each elenent in a block
conforns to any rules contained within this | OTP specification

o checking that the content of each element conforns to any rules
contained within this I OIP specification

o if the previous checks are OK, then checking the consistency of
attribute values and el ement content against other attribute
val ues or elenent content within any other conponents in the sane
bl ock.

4.3.3.2 Block and Component Consi stency Checks
Bl ock and Conponent Consi stency Checks consi st of:

o checking that the combination of blocks and/or conponents present
in the | OTP Message are consistent with the rules contained within
this 1 OTP specification

o checking for consistency between attributes and el enent content
within the bl ocks within the same | OTP nessage

o checking for consistency between attributes and el enents in bl ocks
in this | OIP nmessage and bl ocks received in earlier |IOIP nessages
for the sane | OTP transaction

If the bl ock passes the "Block Level Attribute and El ement Checks"
and the "Bl ock and Conponent Consi stency Checks" then it is processed
either by the | OTP Aware application or perhaps by sone "back-end"
system such as a paynent server

4.3.3.3 Transient Technical Errors
During the processing of the Block sone tenporary failure may occur
that can potentially be recovered by the other trading role re-

transmtting, at sone slightly later tine, the original message that
they sent. 1In this case the other role is informed of the Transient
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Error by sending theman Error Conponent (see section 7.21) with the
Severity Attribute set to TransientError and the M nRetrySecs
attribute set to some value suitable for the Transport Mechani sm
and/ or paymnent protocol being used (see appropriate Transport and
payment protocol Supplenents).

Note that transient technical errors can be generated by any of the
Tradi ng Rol es involved in transaction.

4.3.3.4 Block Level Business Errors

If a business error occurs in a process such as a Paynent or a
Delivery, then the appropriate type of response block is returned
contai ning a Status Conponent (see section 7.16) with the
ProcessState attribute set to Failed and the Conpl eti onCode

i ndi cating the nature of the problem

Sonme business errors nmay be "transient" in that the Consuner role may
be able to recover and conplete the transaction in some ot her way.

For exanple if the Credit Card that a consumer provided had
insufficient funds for a purchase, then the Consuner may recover by
using a different credit card.

Recovery from "transient" business errors is dependent on the
Conpl eti onCode. See the definition of the Status Conponent for what
i s possible.

Note that no Error Conponent or Error Block is generated for business
errors.

4.4 |denpotency, Processing Sequence, and Message Fl ow

| OTP nessages are actually a conbination of blocks and conponents as
described in 3.1.1 | OTP Message Structure. Especially in future
extensions of IOIP, a rich variety of conbinations of such bl ocks and
conponents can occur. It is inportant that the nultiple

transm ssion/recei pt of the "sane" request for an action that wll
change state does not result in that action occurring nore than once.
This is called idenmpotency. For exanple, a custoner paying for an
order would want to pay the full anmount only once. Mst network
transport mechani sms have sone probability of delivering a nmessage
nore than once or not at all, perhaps requiring retransni ssion. On
the other hand, a request for status can reasonably be repeated and
shoul d be processed fresh each tine it is received.
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Correct inplenentation of |OTP can be nodelled by a particul ar
processing order as detailed below. Any other method that is

i ndi stinguishable in the nessages sent between the parties is equally
accept abl e.

4.5 Server Rol e Processing Sequence

"Server roles" are any Trading Role which is not the Consuner role.
They are "Server roles" since they typically receive a request which
they must service and then produce a response. However server roles
can also initiate transactions. Mre specifically Server Roles nust
be able to:

(o]

Initiate a transaction (see section 4.5.1). These are divided
i nto:

- paynent related transacti ons and
- infrastructure transactions

Accept and process a nessage received fromanother role (see
section 4.5.2). This includes:

- identifying if the nessage belongs to a transaction that has
been received before

- handling duplicate nessages

- generating Transient errors if the servers that process the
i nput nessage are too busy to handle it

- processing the nmessage if it is error free, authorised and, if
appropriate, producing a response to send back to the other
role

Cancel a current transaction if requested (see section 4.5.3)

Re-transnit nmessages if a response was expected but has not been
received in a reasonable tine (see section 4.5.4).

4.5.1 Initiating Transactions

Server Roles nmay initiate a variety of different types of
transaction. Specifically:

(0]

(0]

an I nquiry Transaction (see section 9.2.1)

a Ping Transaction (see section 9.2.2)
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0 an Authentication Transaction (see section 9.1.6)
0 a Paynment Rel ated Transaction such as:
- a Deposit (see section 9.1.7)
- a Purchase (see section 9.1.8)
- a Refund (see section 9.1.9)
- a Wthdrawal (see section 9.1.10)
- a Value Exchange (see section 9.1.11)
4.5.2 Processing | nput Messages
Processi ng i nput nessages involves the foll ow ng:
o checking the structure and identity of the nessage
o checking for and handling duplicate nessages

0 processing non-duplicate original nmessages which includes:

checking for errors, then if no errors are found

processing the nessage to produce an out put nessage if
appropriate

Each of these is discussed in nore detail bel ow

4.5.2.1 Checking Structure and Message ldentity
It is critical to check that the message is "well formed" XM and
that the transaction identifier (lotpTranslid attribute on the Transld
Conponent) within the | OTP nessage can be successfully identified
since an lotpTranslid will be needed to generate a response.
If the input nessage is not well forned then generate an Error
Component with a Severity of HardError and ErrorCode of
Xm Not Wl | Fr d.

If the nmessage is well forned but the lotpTransld cannot be
identified then generate an Error Conponent with:

0 a Severity of HardError and an ErrorCode of AttM ssing
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0 a PackagedContent containing "lotpTransld" - the m ssing
attribute.

Insert the Error Conponent inside an Error Block with a new
Transactionld conponent with a new lotpTranslid and return it to the
sender of the original nmessage.

4.5.2.2 Checking/Handl i ng Duplicate Messages
If the input nessage can be identified as potentially a valid input
message then check to see if an "identical" input nessage has been
recei ved before. ldentical neans that all bl ocks, conponents,
el ements, attribute values and el enent content in the input nessage
are the sane.

Not e: The recommended way of checking for identical nessages is to
check for equal values of their [DOW HASH]

If an identical nessage has been received before then check to see if
t he processing of the previous nessage has conpl et ed.

I f processing has not conpleted then generate an Error Conponent with

a Severity of Transient Error and an Error Code of MsgBei ngProc to

i ndi cate the nmessage is being processed and send it back to the

sender of the Input Message requesting that the original nmessage be

resent after an appropriate period of tine.

O herwi se, if processing has conmpleted and resulted in an out put

message then retrieve the | ast nessage that was sent and send it

agai n.

If the message is not a duplicate then it should be processed.
4.5.2.3 Processing Non-Duplicate Message

Once it’'s been established that the nessage is not a duplicate, then
it can be processed. This involves:

o checking that a server is available to handle the nessage,
generating a Transient Error if it is not

o checking the Transaction is Not Already in error or cancelled
o validating the input message. This includes:
- checking for nessage level errors

- checking for block l|evel errors
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- checking any encapsul ated data
o checking for errors in the sequence that blocks have been received
0 generating error conponents for any errors that result

o if neither hard errors nor transient errors result, then
processi ng the nessage and generating an output nmessage, if
required, for return to the sender of the | nput Message

Not e: This approach to handling of duplicate input nmessages neans, if
absolutely "identical" nmessages are received then absolutely
"identical" nessages are returned. This also applies to Inquiry and
Ping transactions when in reality the state of a transaction or the
processing ability of the servers may have changed. If up-to-date
status of transactions or servers is required, then an | OTP
transaction with a new value for the ID attribute of the Mgld
conponent nust be used.

Each of the above steps is discussed bel ow.
CHECKI NG A SERVER | S AVAI LABLE

The process that is handling the i nput message shoul d check that the
rest of the systemis not so busy that a response in a reasonabl e
ti me cannot be produced.

If the server is too busy, then it should generate an Error Conponent
with a Severity of Transient Error and an Error Code of SystenBusy
and send it back to the sender of the Input Message requesting that
the original nessage be resent after an appropriate period of tine.

Not e: Sone servers may occasionally beconme very busy due to
unexpected increases in workload. This approach allows short peaks in
wor kl oads to be handl ed by del aying the i nput of nessages by asking
the sender of the nessage to resubmit |ater

CHECKI NG THE TRANSACTI ON | S NOT ALREADY | N ERROR OR CANCELLED

Check that:

0 previous nessages received or sent did not contain or result in
Hard Errors, and

o the Transaction has not been cancelled by either the Consuner or
the Server Tradi ng Role
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If it has then, ignore the nessage. A transaction with hard errors or
that has been cancell ed, cannot be restarted.

CHECK FOR MESSAGE AND BLOCK LEVEL ERRORS

If the transaction is still OK then check for nessage |level errors.
Thi s invol ves:

o checking the XM is valid

o checking that the elenents, attributes and content of the
Transaction Reference Block are without error and conformto this
speci fication

o checking the digital signature which involves

- checking that the Signature value is correctly cal cul ated, and

- the hash values in the digests are correctly cal cul ated where
the source of the hash value is avail able.

Checking for block |evel errors involves:

o checking within each block (apart fromthe Transaction Reference
Bl ock) that:

- the attributes, elenents and el enent contents are valid

- the values of the attributes, elenents and el enent contents are
consi stent within the bl ock

o checking that the conbination of blocks are valid

o checking that the values of the attribute, elenents and el enent
contents are consistent between the blocks in the input nessage
and bl ocks in earlier nessages either sent or received. This
i ncl udes checking that the presence of a block is valid for a
particul ar transaction type

If the message contains any encapsul ated data, then if possible check
the encapsul ated data for errors using additional software to check
the data where appropriate.

4.5.2.4 Check for Errors in Block Sequence
Not e: For reasons of brevity, the foll owi ng explanations of how to

check for errors in Block sequence, the phrase "refers to an | OIP
transaction" is interpreted as "is contained in an | OTP Message where
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the Trans Ref Block contains an lotpTranslid that refers to". So, for
exanple, " If an Error or Cancel Block refers to an | OTP transaction
that is not recognised then ..." should be interpreted as " If an
Error or Cancel Block is contained in an | OTP Message where the Trans
Ref Bl ock contains an lotpTranslid that refers to an | OTP transacti on
that is not recognised then ..

Errors in the sequence that bl ocks arrive depends on the bl ock.
Bl ocks where checking for sequence is required are:

o FError and Cancel Blocks. |If an Error or Cancel Block refers to an
| OTP transaction that is not recognised then it is a Hard Error
Do not return an error if Error or Cancel Bl ocks have been
received for the | OTP Transaction before to avoid | ooping.

0 Inquiry Request and Response Blocks. If an Inquiry Request or an
Inquiry Response Block refers to an | OTP transaction that is not
recogni sed then it is a Hard Error

0 Authentication Request Block. If an Authentication Request Bl ock
refers to an I OTP transaction that is recognised it is a Hard
Error

0 Authentication Response Bl ock. Check as foll ows:

- if an Authentication Response Bl ock does not refer to an | OTP
transaction that is recognised it is a Hard Error, otherw se

- if the Authentication Response Bl ock doesn't refer to an
Aut henti cati on Request that had been previously sent then it is
a Hard Error, otherw se

- if an Authentication Response for the sane | OTP transaction has
been recei ved before and the Authentication was successful then
it is a Hard Error

0 Authentication Status Bl ock. Check as foll ows:

- if an Authentication Status Bl ock does not refer to an | OTP
transaction that is recognised it is a Hard Error, otherw se

- if the Authentication Status Block doesn’'t refer to an
Aut henti cati on Response that had been previously sent then it
is a Hard Error, otherw se

- if an Authentication Status for the sane | OTP transacti on has
been received before then it is a Warning Error
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0 TPO Sel ection Block (Merchant only). Check as foll ows:

- if the TPO Sel ection Block doesn’t refer to an | OTP Transacti on
that is recognised then it is a Hard Error, otherw se

- if the TPO Sel ection Block refers to an | OTP Transacti on where
a TPO Bl ock and O fer Response (in one nessage) had previously
been sent then it is a Hard Error, otherw se

- if the TPO Sel ection Bl ock does not refer to an | OTP
Transacti on where a TPO Bl ock only (i.e. without an O fer
Response) had previously been sent then it is a Hard Error,
ot herw se

- if a TPO Sel ection Block for the sane TPO Bl ock has been
recei ved before then it is a Hard Error

o Paynent Request Bl ock (Paynent Handl er only). Check as foll ows:

- if the Payment Request Block refers to an | OTP Transaction that
is not recognised then its OK, otherw se

- if the Paynment Request Block refers to | OTP Transaction that
was not for a Paynent then it is a Hard Error, otherwi se

- if there was a previous paynent that failed with a non-
recoverabl e Conpletion Code then it is a Hard Error, otherw se

- if a previous paynent is still in progress then it is a Hard
Error

o Paynment Exchange Bl ock (Paynent Handl er only). Check as foll ows:

- if the Paynment Exchange Bl ock doesn’'t refer to an | OIP
Transaction that is recognised then it is a Hard Error,
ot herwi se

- if the Payment Exchange doesn't refer to an | OTP Transaction
where a Paynent Exchange had previously been sent then it a
Hard Error

0 Delivery Request (Delivery Handler Only). If the Delivery Request

Bl ock refers to an | OTP Transaction that is recognised by the
Server then it is a Hard Error
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If any Error Conponents have been generated then collect theminto an
Error Block for sending to the sender of the Input nessage. Note that
Error Bl ocks should be sent back to the sender of the nmessage and to
the ErrorlLogNetLocn for the Trading Role of the sender if one is
speci fi ed.

Not e: The above checking on the sequence of Authentication Responses
and Paynent Requests supports the Consuner re-subnitting a repeat
action request since the previous one failed, for exanple:

0 because they did not know the correct response (e.g., a password)
on an authentication or

o they were unable to pay as there were insufficient funds on a
credit card

PROCESS THE ERROR FREE | NPUT MESSAGE

If the input nessage passes the previous checks then it can be
processed to produce an output nessage if required. Note that:

0 |Inquiry Requests on Ping Transactions should be ignored

o if the Input nessage contains an Error Block with a Transient
Error then wait for the required time then resend the previous
message, if a response to the earlier nmessage has not been
recei ved

o if the input nessage contains a Error Conponent with a HardError
or a Cancel Block then stop all further processing of the
transaction. This includes suppressing the sending of any nessages
currently being generated or responding to any new non-duplicate
nmessages that are received

0 processing of encapsul ated nessages (e.g., Paynent Protoco
Messages) may result in additional transient errors

o a digital signature can only safely be generated once all the
bl ocks and conponents have been generated and it is known which
el ements in the nmessage need to be signed.

If an out put nessage is generated then it should be saved so that it
can be resent as required if an identical input nessage is received
again. Note that output nessages that contain transient errors are
not saved so that they can be processed afresh when the input nessage
is received again.
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4.5.3 Cancelling a Transaction

This process is used to cancel a transaction running on an | OTP
server. It is initiated by sone other process as a result of an
external request from another systemor server that is being run by
the sane Trading Role. The processing required is as follows:

o if the lotpTranslid of the transaction to be cancelled is not
recogni sed, or conplete then fail the request, otherw se

o if the lotpTransid refers to a Ping Transaction then fail the
request, otherw se

0o deternine which Docunment Exchange to cancel and generate a Cance
Bl ock and send it to the other party

Note: Cancelling a transaction on an | OTIP server typically arises for
a busi ness reason. For exanple a nerchant nay have attenpted

aut hentication several times wthout success and as a result decides
to cancel the transaction. Therefore the process that decides to take
this action needs to send a nessage fromthe process/server that nade
the business decision to the | OTP server with the instruction that
the 1 OTP transaction shoul d be cancell ed.

4.5.4 Retransmitting Messages
The server should periodically check for transacti ons where a nessage
is expected in return but none has been received after a tinme that is
dependent on factors such as:

o the Transport Mechani sm bei ng used;

o the tine required to process encapsul ated nessages (e.g., Paynent
messages) and

o whether or not human input is required.

I f no message has been received the original nmessage shoul d be
resent. This should occur up to a maxi nrum nunber of tinmes dependent
on the reliability of the Transport Mechani sm bei ng used.

If no response is received after the required tine then the
Transaction should be "timed out". In this case, set the process
state of the transaction to Failed, and a conpletion code of either

o TimedQutRcvr if the transaction can potentially recovered |ater,
or
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o TimedQut NoRcvr if the transaction is non-recoverable
4.6 Cient Role Processing Sequence
The "Cient role” in IOIP is the Consunmer Tradi ng Role.
Not e: A conpany or Organisation that is a Merchant, for exanple, may
take on the Trading Role of a Consuner when meki ng purchases or
downl oadi ng or wi thdraw ng el ectronic cash

More specifically the Consumer Role nust be able to:

o Initiate a transaction (see section 4.6.1). These are divided
i nto:

- paynent related transacti ons and
- infrastructure transactions

0 Accept and process a nessage received from another role (see
section 4.6.2). This includes:

- identifying if the nessage belongs to a transaction that has
been received before

- handling duplicate nessages

- generating Transient errors if the servers that process the
i nput nessage are too busy to handle it

- processing the nessage if it is error free and, if appropriate,
produci ng a response to send back to the other role

0 Cancel a current transaction if requested, for exanple by the User
(see section 4.6.3)

0 Re-transmit nmessages if a response was expected but has not been
received in a reasonable tine (see section 4.6.4).

4.6.1 Initiating Transactions

The Consuner Role may initiate a nunber of different types of
transaction. Specifically:

0o an Inquiry Transaction (see section 9.2.1)

0 a Ping Transaction (see section 9.2.2)
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0 an Authentication Transaction (see section 9.1.6)
4.6.2 Processing | nput Messages

Processi ng of | nput Messages for a Consumer Role is the same as for
an | OTP Server (see section 4.5.2) except in the area of checking for
Errors in Block Sequence (for an | OTP Server see section 4.5.2.4).
This is described bel ow

Not e: The description of the processing for an | OTP Server includes
consideration of nulti-threading of input messages and multi-tasking
of requests. For the Consuner Role - particularly if running on a

st and- al one system such as a PC - use of nmulti-threading is a
decision of the inplenenter of the consuner role | OTP sol ution

4.6.2.1 Check for Errors in Block Sequence
The handling of the follow ng blocks is the sane as for an | OTP
Server (see section 4.5.2.4) except that the Consunmer Role is
substituted for | OTP Server Role:
o Error and Cancel Bl ocks,
o0 Inquiry Request and Response Bl ocks,
0 Aut hentication Request, Response and Status Bl ocks.
For the other blocks a Consumer role might receive, the potentia
errors in the sequence that blocks arrive depends on the bl ock
Bl ocks where checking for sequence is required are:
0 TPO Bl ock. Check as foll ows:

- if the input nmessage al so contains an Authenticati on Request
bl ock and an O fer Response Block then there is a Hard Error
ot herw se

- if the input message al so contains an Authenticati on Request

bl ock and Authentication Status block then there is Hard Error
ot herw se,

- if the input nmessage al so contains an Authenticati on Request
bl ock and the | OTP Transaction is recogni sed by the Consumner
role’s system then there is a Hard Error, otherw se
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if the input nmessage al so contains an Authentication Status
bl ock and the | OTP Transaction is not recognised by the
Consumer role’'s systemthen there is a Hard Error, otherw se

i f input message al so contains an Authentication Status Bl ock
and the Authentication Status Block has not been sent after an
earlier Authentication Response nessage then there is a hard
error

i f input message al so contains an Offer Response Bl ock and the
| OTP Transaction is recogni sed by the Consunmer role s system
then there is a Hard Error, otherw se

if the TPO Bl ock occurs on its own and the | OTP Transaction is
recogni sed by the Consuner role's systemthen there is a Hard
Error

0 Ofer Response Bl ock. Check as foll ows:

if the Ofer Response Block is part of a Brand | ndependent
O fer Exchange (see section 9.1.2.2) then there is no sequence
checking as it is part of the first nmessage received, otherw se

if the Ofer Response Block is not part of an | OTP Transaction
that is recognised by the Consuner role then there is a Hard
Error, otherw se

if the Ofer Response Bl ock does not refer to an | OTP
transacti on where a TPO Sel ecti on Bl ock was the | ast nessage
sent then there is a Hard Error

o Paynent Exchange Bl ock. Check as foll ows:

if the Paynent Exchange Bl ock doesn’t refer to an | OTP
Transaction that is recognised by the Consuner role’s system
then there is a Hard Error, otherw se

if the Payment Exchange doesn't refer to an | OTP Transaction
where either a Paynent Request or a Paynent Exchange bl ock was
nmost recently sent then there is a Hard Error

o Paynent Response Bl ock. Check as foll ows:

Bur det t

if the Payment Response Bl ock doesn't refer to an | OTP
Transaction that is recogni sed by the Consuner role’'s system
then there is a Hard Error, otherw se
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- if the Paynent Response doesn’t refer to an | OTOP Transacti on
where either a Paynment Request or a Paynent Exchange bl ock was
nost recently sent then there is a Hard Error

o Delivery Response Bl ock. Check as foll ows:

- if the Delivery Response Bl ock doesn't refer to an | OTP
Transaction that is recogni sed by the Consuner role’'s system
then there is a Hard Error, otherw se

- If the Delivery Response doesn’'t refer to an | OTP Transacti on
where either a Paynent Request or a Paynent Exchange bl ock was
nost recently sent then there is a Hard Error

4.6.3 Cancelling a Transaction
This process cancels a current transaction on an Consuner role’s
systemas a result of an external request fromthe user, or another
system or server in the Consuner’s role. The processing is the same
as for an | OTP Server (see section 4.5.3).

4.6.4 Retransmitting Messages

The process of retransmtting nessages is the sane as for an | OTP
Server (see section 4.5.4).

5. Security Considerations
This section considers, froman | ETF perspective how | OTP addresses
security. The next section (see section 6. Digital Signatures and
| OTP) describes how | OTP uses Digital Signatures when these are
needed.
This section covers:
o0 determ ning whether to use digital signatures
o data privacy, and
0 paynment protocol security.

5.1 Determ ning whether to use digital signatures

The use of digital signatures within |OTP are entirely optional. |OTP
can work successfully entirely wi thout the use of digital signatures.

Utimately it is up to the Merchant, or other trading role, to decide
whet her 1 OTP Messages wi Il include signatures, and for the Consumner
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to decide whether carrying out a transaction w thout signatures is an
acceptable risk. If Merchants di scover that transactions w thout
signatures are not being accepted, then they will either:

0 start using signatures,
o find a nethod of working which does not need signatures, or
0 accept a lower volunme and val ue of busi ness.

A non-exhaustive list of the reasons why digital signatures m ght be
used foll ows:

o the Merchant (or other trading role) wants to denonstrate that
they can be trusted. If, for exanple, a nerchant generates an
O fer Response Signature (see section 7.19.2) using a certificate
froma trusted third party, known to the Consumer, then the
Consuner can check the signature and certificate and so nore
reasonably rely on the offer being fromthe actual Organisation
the Merchant clains to be. In this case signatures using
asymetric cryptography are likely to be required

o the Merchant, or other Trading Role, want to generate a record of
the transaction that is fit for a particular purpose. For exanpl e,
with appropriate trust hierarchies, digital signatures could be
checked by the Consuner to determ ne

- if it would be accepted by tax authorities as a valid record of
a transaction, or

- if sonme warranty, for exanple froma "Better Business Bureau"
orsinilar was being provided

o the Payment Handl er, or Delivery Handl er, needs to know that the
request is unaltered and authorised. For exanple, in |OIP, details
of how nmuch to pay is sent to the Consuner in the Ofer Response
and then forwarded to the Paynent Handler in a Paynent Request. |If
the request is not signed, the Consunmer coul d change t he anopunt
due by, for exanple, renmoving a digit. If the Paynent Handl er has
no access to the original paynment information in the Ofer
Response, then, w thout signatures, the Paynment Handl er cannot be
sure that the data has not been altered. Simlarly, if the paynent
information is not digitally signed, the Paynent Handl er cannot be
sure who is the Merchant that is requesting the paynent

0 a Paynent Handl er or Delivery Handl er wants to provide a non-

refutable record of the conpletion status of a Payment or
Delivery. If a Paynent Response or Delivery Response is signed,
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then the Consuner can | ater use the record of the Paynent or
Delivery to prove that it occurred. This could be used, for
exanpl e, for customer care purposes.

A non-exhaustive list of the reasons why digital signatures m ght not
be used foll ows:

o trading roles are conbined therefore changes to data nade by the
consumer can be detected. One of the reasons for using signatures
is so that one trading role can deternmine if data has been changed
by the Consuner or some other party. However if the trading roles
have access to the necessary data, then it mght be possible to
conpare, for exanple, the payment information in the Paynent
Request with the paynent information in the Ofer Response. Access
to the data necessary could be realised by, for exanple, the
Merchant and Paynent Handl er roles being carried out by the sane
Organi sation on the sane system or the Merchant and Paynent
Handl er roles being carried out on different systens but the
systens can communi cate in some way. (Note this type of
communi cation is outside the current scope of |QOTP)

o the processing cost of the cryptography is too high. For exanple,
if a paynment is being made of only a few cents, the cost of
carrying out all the cryptography associated with generating and
checking digital signatures night nake the whol e transaction
uneconom c. Co-locating trading roles, could help avoid this
pr obl em

5.2 Symmetric and Asymmetric Cryptography

The advantage of using symmetric keys with IOTP is that no Public Key
Infrastructure need be set up and just the Merchant, Paynent Handl er
and Delivery Handl er need to agree on the shared secrets to use.

However the di sadvantage of symetric cryptography is that the
Consuner cannot easily check the credentials of the Merchant, Paynent
Handl er, etc. that they are dealing with. This is likely to reduce,
sonewhat, the trust that the Consuner will have carrying out the
transacti on.

However it should be noted that even if asymetric cryptography is
bei ng used, the Consunmer does not NEED to be provided with any
digital certificates as the integrity of the transaction is
determi ned by, for exanple, the Paynent Handl er checking the O fer
Response Signature copied to the Payment Request.

Note that symmetric, asymmetric or both types of cryptography may be
used in a single transaction.
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5.3 Data Privacy

Privacy of information is provided by sending | OTP Messages between
the various Trading Roles using a secure channel such as [SSL/TLS].
Use of a secure channel within IOIP is optional

5.4 Paynent Protocol Security
| OTP is designed to be conpletely blind to the paynent protocol being
used to effect a paynent. Fromthe security perspective, this neans
that |1 OTP neither hel ps, nor hinders, the achievenent of paynent
security.
If it is necessary to consider paynent security froman | OTP
perspective, then this should be included in the paynent protoco
suppl enent whi ch describes how | OTP supports that paynent protocol
However what | OTP is designed to do is to use digital signatures to
bi nd together the record, contained in a "response" nessage, of each
tradi ng exchange in a transaction. For exanple | OTP can bind
together: an Offer, a Paynment and a Delivery.

6. Digital Signatures and | OTP
| OTP can work successfully w thout using any digital signatures
al though in an open networking environnent it will be |ess secure -
see 5. Security Considerations for a description of the factors that
need to be consi dered.

However, this section describes howto use digital signatures in the
many situations when they will be needed. Topics covered are:

o an overview of how | OTP uses digital signatures
o howto check a signature is correctly cal cul ated

o how Payment Handl ers and Delivery Handl ers check they can carry
out paynents or deliveries on behalf of a Merchant.

6.1 How | OTP uses Digital Signatures
In general, signatures when used with | OTP;
o are always treated as | OTP Conponents (see section 7)
0 contain digests of one or nore | OTP Conponents or Tradi ng Bl ocks,

possi bly including other Signature Components, in any | OIP nessage
within the same | OTP Transacti on
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o identify:
- which O ganisation signed (originated) the signature, and

- which O ganisation(s) should process the signature in order to
check that the Action the Organisation should take can occur

Digital certificates nay be associated with digital signatures if
asymetric cryptography is being used. However if symetric
cryptography is being used, then the digital certificate will be
repl aced by sone identifier of the secret key to use.
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The way in which Signatures Conponents digest one or nore elenents is
illustrated in the figure bel ow

Kk gk gk gk gk gk ok ok gk gk gk gk ok gk gk gk gk ok gk gk gk gk ok ok ok bk gk gk ok ok ok Lk 4k gk
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| -Trans 1d Conp di gest Transl dConp |
| ID= ML, 2------m e oo oo - | ->| - Di gest of
| -Msg Id Conp. di gest Signature |
| ID=PL e | ->| - Di gest of

- Si gnat ures Bl ock I | -
| | D=P1. 2 | | digest elenent |
Si gnature | D=P1.3 I | -
Si gnature | D=ML. 5----
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|
|
|
|
| di gest element | |
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|
|
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| Points to | - Reci pi ent | nf o*
R L [------ Cert Ref =ML. 6
Si g. Val ueRef =P1. 4

|

- |
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-Digest of Cl.4--|
|
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| |
| |
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| |
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| -
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|
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|
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Di gital signature of Manifest el enent
using certificate identified by CertRef

El ements that are digested can be in any | OIP Message
within the same | OTP Transacti on
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Fi gure 10 Signature Digests
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Not e: The classic exanpl e of one signature signing another in | OIP,
is when an Ofer is first signed by a Merchant creating an "Ofer
Response" signature, which is then |later signed by a Paynent Handl er
together with a record of the paynment creating a "Paynent Receipt"
signature. In this way, the paynment in an | OIP Transaction i s bound
to the Merchant’'s offer

Note that one Manifest may be associated with nultiple signature
"Val ue" el ements where each Val ue el ement contains a digita
signature over the sanme Manifest, perhaps using the sane (or
different) signature algorithmbut using a different certificate or
shared secret key. Specifically it will allow the Merchant to agree
on different shared secrets keys with their Paynent Handl er and
Del i very Handl er.

The detailed definitions of a Signature conponent are contained in
section 7.19.

The remai nder of this section contains:
o an exanple of how | OTP uses signatures
o howthe Originatorinfo and Recipientinfo elements within a
Si gnature Conponent are used to identify the O ganisations
associated with the signature
o how I OTP uses signhatures to prove actions conplete successfully
6.1.1 I OTP Signature Exanple
An exanpl e of how signatures are used is illustrated in the figure
bel ow whi ch shows how the vari ous conponents and el enents in a
Basel i ne Purchase relate to one another. Refer to this exanple in the
| ater description of how signatures are used to check a paynent or
delivery can occur (see section 6.3).
Not e: A Baseline Purchase transacti on has been used for illustration

pur poses. The usage of the elenents and attributes is the sane for
all types of | OTP Transactions.
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TPO SELECTI ON BLOCK TPO BLOCK | OTPSI GNATURE BLOCK
| (OFfer Response)
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Conponent Conponent | | Conponent
| | | - Mani f est
| BrandLi st -Trading Rol e | |
| Ref El ement | Oiginator |-Oig.
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Brand Li st Ref |
>Conponent |
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| | Ref | O gRef El enent
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The Manifest elenent in the Signature Conponent contains digests of:

the Trans Ref Bl ock (not shown); the Transaction |ID Conponent (not
shown); Organi sation Conponents (Merchant, Paynent Handl er, Delivery
Handl er); the Brand List Conponent; the O der Conponent, the Paynent
Component the Delivery Conponent and the Brand Sel ection Conponent (if a
Brand Dependent Purchase).
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Fi gure 11 Exanpl e use of Signatures for Baseline Purchase
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6.1.2 Originatorinfo and Recipientlnfo El ements

The OriginatorRef attribute of the Oiginatorinfo elenent in the

Si gnat ure Conponent contains an El enent Reference (see section 3.5)
that points to the O gani sati on Conponent of the Organisation which
generated the Signature. In this exanple its the Merchant.

Note that the value of the content of the Attribute element with a
Type attribute set to |IOTP Signature Type nust match the Trading Rol e
of the Organisation which signed it. If it does not, then it is an
error. Valid conbinations are given in the table bel ow.

| OTP Sighature Type Valid Trading Rol e

O f er Response Mer chant
Paynent Response Paynent Handl er
Del i ver yResponse Del i ver yHandl er

Aut hent i cat i onRequest any role

Aut hent i cati onResponse any role

Pi ngRequest any role

Pi ngResponse any role
The RecipientRefs attribute of the Recipientinfo elenment in the
Si gnat ure Conponent contains El enent References to the Organisation
Components of the Organisations that should use the signature to

verify that:

o they have a pre-existing relationship with the Organisation that
generated the signature,

o the data which is secured by the signature has not been changed
o the data has been signed correctly, and

o the action they are required to undertake on behalf of the
Merchant is therefore authorised.

Note that if symetric cryptography is being used then a separate

Reci pi entlnfo and Val ue el ements for each different set of shared
secret keys are likely within the Signature Conponent.
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Alternatively if asymmetric cryptography is being used then the
RecpientRefs attribute of one Recipientinfo elenent may refer to
mul ti pl e Organi sati on Conponents if they are all using the sane
certificates.

6.1.3 Using signatures to Prove Actions Conplete Successfully

Proving an action conpleted successfully, is achieved by signing data
on Response nessages. Specifically:

(o]

on the Ofer Response, when a Merchant is making an Ofer to the
Consuner which can then be sent to either

- a Paynent Handler to prove that the Merchant authorises
Payment, or

- a Delivery Handler to prove that Merchant authorises Delivery,
provi ded ot her necessary authorisations are conplete (see
bel ow)

on the Paynment Response, when a Paynent Handler is generating a
Paynment Recei pt which can be sent to either:

- a Delivery Handler, in a Delivery Request Block to authorise
Delivery together with the Ofer Response signature, or

- anot her Paynent Handler, in a second Paynent Request, to
aut hori se the second paynment in a Val ue Exchange | OTP
Transacti on

Del i very Response, when a Delivery Handler is generating a
Delivery Note. This can be used to prove after the event what the
Del i very Handl er said they would do

Aut hent i cati on Response. One nethod of authenticating anot her
party to a trade is to send an Authenticati on Request specifying
that a Digital Signature should be used for authentication

Transaction Status Inquiry. The Inquiry Response Bl ock may be
digitally signed to attest to the authenticity of the response

Ping. The Ping Response may be digitally signed so that checks can
be nade that the signature can be understood

This proof of an action may, in future versions of |1OIP, also be used
to prove after the event that the | OIP transaction occurred. For
exanple to a Customer Care Provider.
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6.2 Checking a Signature is Correctly Cal cul ated

Checking a signature is correctly calculated is part of checking for
Message Level Errors (see section 4.3.2). It is included here so that
all signature and security related considerations are kept together

Before a Trading Role can check a signature it nust identify which of
the potentially nultiple Signature elenments should be checked. The
steps involved are as foll ows:

o check that a Signature Block is present and it contains one or
nore Si gnature Conponents

o identify the O ganisation Conponent which contains an Orgld
attribute for the Organisation which is carrying out the signature
check. If no or nore than one Organi sati on Conponent is found then
it is an error

0 use the ID attribute of the Organisation Conponent to find the
Reci pientinfo elenment that contains a RecipientRefs attribute that
refers to that Organi sati on Conponent. Note there may be no
signatures to verify

o check the Signature Conponent that contains the identified
Reci pientlnfo el enent as foll ows:

- use the SignatureVal ueRef and the SignatureAl gorithnRef
attributes to identify, respectively: the Value el enent that
contains the signature to be checked and the Signature
Al gorithm el enent that describes the signature algorithmto be
used to verify the Signature, then

- if the Signature Algorithmelenment indicates that asymretric
cryptography is being used then use the SignatureCertRef to
identify the Certificate to be used by the signature algorithm

- if Signature Algorithmelenent indicates that symretric
cryptography is being used then the content of the
Reci pientinfo element is used to identify the correct shared
secret key to use

- use the specified signature algorithmto check that the Val ue
El ement correctly signs the Mnifest Elenent

- check that the Digest Elenents in the Manifest Elenment are
correctly cal cul at ed where Conponents or Bl ocks referenced by
the Digest have been received by the O ganisation checking the
si gnature.
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6.3 Checking a Paynent or Delivery can occur

This section describes the processes required for a Paynent Handl er
or Delivery Handler to check that a payment or delivery can occur.
This may include checking signatures if this is specified by the
Mer chant .

In outline the steps are:

o check that the Paynent Request or Delivery Request has been sent
to the correct Organisation

o check that correct | OTP conponents are present in the request, and
o check that the paynment or delivery is authorised

For clarity and brevity the following terms or phrases are used in
this section:

0 a "Request Block" is used to refer to either a Paynment Request
Bl ock (see section 8.7) or a Delivery Request Block (see section
8.10) unless specified to the contrary

0 a "Response Block" is used to refer to either a Paynent Response
Bl ock (see section 8.9) or a Delivery Response Bl ock (see section
8. 11)

0 an "Action" is used to refer to an action which occurs on receipt
of a Request Bl ock. Actions can be either a Paynment or a Delivery

0 an "Action Organisation", is used to refer to the Paynent Handl er
or Delivery Handler that carries out an Action

0 a "Signer of an Action", is used to refer to the O ganisations
that sign data about an Action to authorise the Action, either in
whol e or in part

o a "Verifier of an Action", is used to refer to the Organisations
that verify data to deternmine if they are authorised to carry out
the Action

0 an ActionOrgRef attribute contains El enment References which can be
used to identify the "Action O ganisation" that should carry out
an Action
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6. 3.1 Check Request Bl ock sent Correct Organisation

Checki ng the Request Bl ock was sent to the correct Organisation
vari es dependi ng on whether the request refers to a Paynent or a

Del i very.
6.3.1.1 Paynent

In outline a Paynent Handl er checks if it can accept or nake a
payment by identifying the Payment Conponent in the Paynment Request
Bl ock it has received, then using the ID of the Paynent Conponent to
track through the Brand List and Brand Sel ecti on Conponents to
identify the Organisation selected by the Consunmer and then checking

that this Organisation is itself.
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The way data is accessed to do this is illustrated in the figure
bel ow.

Eg R G T R SRR R SR T T G SR I S R e I G I G T T T g B G T T T G SR S R T e g

Start
|
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Brand List<-------------------------- Fommee - Paynent
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| |
[-Brand<-------------------------- |
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| | Protocol Conponent
| | AnountRefs |
| v Pr ot ocol | |
| -Protocol Ampbunt<----------------
| Element---------- Anmount Ref |
|| | |
| | Currency | Pay |
| | AmountRefs | Protocol |
| v | Ref |
| - Currency Anount | |
| Element<--------- [--------mmm oo
|

- PayProt ocol <-----
Element---------------------- >Cr gani sation
Acti on Conmponent
O gRef |
-Tradi ng Rol e
El ement
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Fi gure 12 Checki ng a Paynent Handl er can carry out a Paynent

The foll owi ng describes the steps involved and the checks whi ch need
to be made:

o ldentify the Paynment Conponent (see section 7.9) in the Paynent
Request Bl ock that was received

o ldentify the Brand List and Brand Sel ecti on Conponents for the
Paynent Conponent. This invol ves:
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(o]

- identifying the Brand Li st Conponent (see section 7.7) where
the value of its ID attribute matches the BrandLi st Ref
attribute of the Paynent Conponent. If no or nore than one
Brand List Conponent is found there is an error.

- identifying the Brand Sel ecti on Conponent (see section 7.8)
where the value of its BrandListRef attribute matches the
BrandLi st Ref of the Payment Conponent. If no or nore than one
mat chi ng Brand Sel ecti on Conponent is found there is an error

Identify the Brand, Protocol Anmount, Pay Protocol and Currency
Anmount el enents within the Brand List that have been sel ected by
t he Consuner as foll ows:

- the Brand El enment (see section 7.7.1) selected is the el enent
where the value of its Id attribute natches the val ue of the
BrandRef attribute in the Brand Selection. If no or nore than
one natching Brand Elenent is found then there is an error

- the Protocol Anpunt El enent (see section 7.7.3) selected is the

el ement where the value of its Id attribute matches the val ue
of the Protocol Anbunt Ref attribute in the Brand Sel ecti on
Component. If no or nore than one natchi ng Protocol Amount
Elenent is found there is an error

- the Pay Protocol Elenment (see section 7.7.5) selected is the
el ement where the value of its Id attribute matches the val ue
of the PayProtocol Ref attribute in the identified Protoco
Amount Elenent. |If no or nore than one matching Pay Protoco
El ement is found there is an error

- the Currency Anpunt El enent (see section 7.7.4) selected is the

el ement where the value of its Id attribute matches the val ue
of the CurrencyAmount Ref attribute in the Brand Sel ection
Component. If no or nore than one matchi ng Currency Amount
elenment is found there is an error

Check the consistency of the references in the Brand List and
Brand Sel ecti on Conponents:

- check that an El enent Reference exists in the
Pr ot ocol Amtbunt Refs attri bute of the identified Brand El enent

that matches the Id attribute of the identified Protocol Anount

Elenent. If no or nore than one matching El enent Reference can
be found there is an error
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check that the CurrencyAnmount Refs attribute of the identified
Prot ocol Anmount el ement contains an el ement reference that
matches the Id attribute of the identified Currency Amount
element. If no or nore than one matching El ement Reference is
found there is an error.

check the consistency of the elenents in the Brand List.
Specifically, the selected Brand, Protocol Anount, Pay Protoco
and Currency Anount Elenments are all child elenents of the
identified Brand List Conponent. If they are not there is an
error.

0 Check that the Paynent Handl er that received the Payment Request
Bl ock is the Paynent Handl er selected by the Consumer. This
i nvol ves:

Bur det t

identifying the Organisation Conponent for the Paynment Handl er
This is the Organisation Conponent where its ID attribute

mat ches the ActionOrgRef attribute in the identified Pay
Protocol Elenent. If no or nore than one matchi ng Organisation
Component is found there is an error

checki ng the Organi sati on Conponent has a Tradi ng Rol e El enent
with a Role attribute of PaynentHandler. If not there is an
error

finally, if the identified O ganisation Conponent is not the

same as the Organisation that received the Paynent Request
Bl ock, then there is an error
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6.3.1.2 Delivery

The way data is accessed by a Delivery Handler in order to check that
it my carry out a delivery is illustrated in the figure bel ow.
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Fi gure 13 Checking a Delivery Handler can carry out a Delivery

The steps involved are as foll ows:

(0]

Identify the Delivery Conponent in the Delivery Request Block. If
there is no or nore than one matching Delivery Conponent there is
an error

Use the ActionOrgRef attribute of the Delivery Conponent to
identify the Organisation Conponent of the Delivery Handler. I|f
there is no or nore than one matchi ng O gani sati on Conponent there
is an error

I f the Organisation Conponent for the Delivery Handl er does not
have a Trading Role Elenent with a Role attribute of
Del i veryHandl er there is an error

Finally, if the Organisation that received the Delivery Request
Bl ock does not identify the Organi sation Conponent for the
Delivery Handler as itself, then there is an error.
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6. 3.2 Check Correct Conponents present in Request Bl ock

Check that the correct conponents are present in the Paynent Request
Bl ock (see section 8.7) or in the Delivery Request Block (see section
8.10).

I f conponents are missing, there is an error
6. 3.3 Check an Action is Authorised

The previous steps identified the Action O ganisation and that al
the necessary conponents are present. This step checks that the
Action Organisation is authorised to carry out the Action

In outline the Action Organisation will identifies the Merchant,
checks that it has a pre-existing agreement with the Merchant that
allows it carry out the Action and that any constraints inplied by
that agreenent are being followed, then, if signatures are required,
it checks that they sign the correct data.

The steps involved are as foll ows:

0 ldentify the Merchant. This is the Organisation Conponent with a
Tradi ng Role Elenent which has a Role attribute with a val ue of
Merchant. |f no or nore than one Trading Role Element is found,
there is an error

0 Check the Action Organisation’s agreenents with the Merchant
allows the Action to be carried out. To do this the Action
Organi sation nust check that:

- the Merchant is known and a pre-existing agreenment exists for
the Action Organisation to be their agent for the paynent or
delivery

- they are allowed to take part in the type of | OIP transaction
that is occurring. For exanple a Paynment Handl er may have
agreed to accept paynents as part of a Baseline Purchase, but
not make paynents as part of a Baseline Refund

- any constraints in their agreenent with the Merchant are being
foll owed, for exanple, whether or not an Offer Response
signature is required

0 Check the signatures are correct. |If signatures are required then
they need to be checked. This involves:
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- ldentifying the correct signatures to check. This involves the
Action Organisation identifying the Signature Conponents that
contain references to the Action Organisation (see 6.3.1).
Dependi ng on the |1 OTP Transaction being carried out (see
section 9) either one or two signatures may be identified

- checking that the Signature Conponents are correct. This
i nvol ves checking that Digest elenments exist within the
Mani fest Elenment that refer to the necessary Tradi ng Conponents
(see section 6.3.3.1).

6.3.3.1 Check the Signatures Digests are correct

Al'l Signature Conmponents contained within | OTP Messages nust incl ude
Di gest elenments that refer to:

o the Transaction Id Conponent (see section 3.3.1) of the IOIP
message that contains the Signature Conponent. This binds the
globally unique lotpTranslid to other conponents which nake up the
| OTP Transacti on

o the Transaction Reference Bl ock (see section 3.3) of the first
| OTP Message that contained the signature. This binds the
lotpTranslid with infornmati on about the | OTP Message cont ai ned
i nsi de the Message |d Conponent (see section 3.3.2).

Check that each Signature Conponent contains Digest el enments that
refer to the correct data required

The Digest elenents that need to be present depend on the Trading
Rol e of the Organisation which generated (signed) the signature:

o if the signer of the signature is a Merchant then
- Digest elenments nust be present for all the components in the
Request Bl ock apart fromthe Brand Sel ecti on Conponent which is
optional

o if the signer of the signature is a Paynent Handler then D gest
el ements nust be present for:

- the Signature Conponent signed by the Merchant, and optionally

- one or nore Signature Conponents signed by the previous Paynent
Handl er(s) in the Transaction
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7. Tradi ng Conponents
This section describes the Tradi ng Conponents used within | QOTP.

Tradi ng Conponents are the child XM. el enents whi ch occur imediately
bel ow a Trading Block as illustrated in the di agram bel ow.
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| OTP MESSAGE <---

| -Trans Ref Block <-----

-Msg |

-Trans Id Conp. <---

-Signature Block <-----

- Tradi ng
| - Tradi
| - Tr adi
| - Tr adi
| - Tradi
| - Tr adi

- Tradi ng
| - Tr adi

| - Tr adi
| - Tradi
| - Tr adi
| - Tradi
*

Bl ock <

-Signature Conp. <--

-Certificate Conp. <-

ng Conp.
ng Conp.
ng Conp.
ng Conp.

ng Conp.

Bl ock

ng Conp.
ng Conp.
ng Conp.
ng Conp.
ng Conp.

| OTP Message - an XM. Docunent
which is transported between the
Tradi ng Rol es

Trans Ref Block - contains

i nformation which describes the
| OTP Transaction and the | OTP
Message.

Transaction |Id Conponent -
uniquely identifies the |IOTP
Transaction. The Trans |d
Conponents are the same across
all |1 OTP nessages that conprise
a single | OTP transacti on.
Message | d Conponent -
identifies and describes an | OTP
Message within an | OTP
Transaction

Signature Block (optional) -
contains one or nore Signature
Components and their associ ated
Certificates

Si gnature Conponent - contains
digital signatures. Signatures
may sign digests of the Trans Ref
Bl ock and any Tradi ng Conponent
in any | OTP Message in the same
| OTP Transacti on.

Certificate Conponent. Used to
check the signature.

Tradi ng Bl ock - an XM El enent
within an | OTP Message that
contains a predefined set of
Tradi ng Conponents

Tradi ng Conmponents - XM

El ements within a Tradi ng Bl ock
that contain a predefined set of
XML el ements and attributes
containing information required
to support a Tradi ng Exchange

Kk _k_k_ Kk _Kk_Kk_Kk_Kk_*_K*_K _*_K*_* _*_*_* _*_*_* _*_*_*_*_*_*_%

Fi gure 14 Tradi ng Conponents
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The Tradi ng Conponents described in this section are listed below in

approxi mately the sequence they are likely to be used:

(0]

(0]

(0]

(0]

Prot ocol Options Conponent

Aut hent i cati on Request Conponent
Aut hent i cati on Response Comnponent
Tradi ng Role Informati on Request Conponent
O der Conponent

Organi sati on Conponent

Brand Li st Conponent

Brand Sel ecti on Conponent

Payment Conponent

Paynment Scheme Conponent

Paynent Recei pt Conponent
Del i very Conponent

Del i very Data Conponent

Del i very Not e Conponent

Si gnat ure Conponent

Certificate Conponent

Error Conponent

Note that the follow ng conponents are listed in other sections of
this specification:

o Transaction Id Conponent (see section 3.3.1)
0 Message |d Conmponent (see section 3.3.2)
Bur det t I nf or mati ona
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7.1 Protocol Options Conponent

Protocol options are options which apply to the I OTP Transaction as a
whol e. Essentially it provides a short description of the entire
transaction and the net |ocation which the Consuner role should
branch to if the | OTP Transaction is successful

The definition of a Protocol Options Conponent is as follows.

<! ELEMENT Pr ot ocol Opti ons EMPTY >
<I ATTLI ST Pr ot ocol Opti ons

I D I D #REQUI RED
xm ;1 ang NMIOKEN #REQUI RED
Short Desc CDATA #REQUI RED
Sender Net Locn CDATA  #| MPLI ED
Secur eSender Net Locn CDATA #l MPLI ED
SuccessNet Locn CDATA  #REQUI RED >
Attributes:
I D An identifier which uniquely identifies the

Prot ocol Options Conponent within the | OTP
Transacti on.

Xm : | ang Defines the | anguage used by attributes or child
el ements within this conponent, unless
overridden by an xnl:lang attribute on a child
el ement. See section 3.8 ldentifying Languages.

Shor t Desc This contains a short description of the | OTP
Transaction in the | anguage defined by xm: I ang.
Its purpose is to provide an expl anation of what
type of I OTP Transaction is being conducted by
the parties invol ved.

It is used to facilitate selecting an individua
transaction froma list of simlar transactions,
for exanple from a database of | OTP transactions
whi ch has been stored by a Consuner, Merchant,
etc.

Sender Net Locn This contains the non secured net |ocation of
t he sender of the TPO Bl ock in which the
Prot ocol Options Conponent is contained.

It is the net |location to which the recipient of

t he TPO bl ock should send a TPO Sel ecti on Bl ock
if required
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The content of this attribute is dependent on
the Transport Mechani sm see the Transport
Mechani sm Suppl enent .

Secur eSender Net Locn This contains the secured net |ocation of the
sender of the TPO Bl ock in which the Protoco
Options Conponent i s contained.

The content of this attribute is dependent on
the Transport Mechani sm see the Transport
Mechani sm Suppl enent .

SuccessNet Locn This contains the net location that should be
di spl ayed after the | OTP Transacti on has
successfully conpl et ed.

The content of this attribute is dependent on
the Transport Mechani sm see the Transport
Mechani sm Suppl enent .

Ei t her Sender Net Locn, SecureSender Net Locn or both nust be present.
7.2 Authenticati on Request Conponent

This Tradi ng Conponent contains paraneter data that is used in an
Aut henticati on of one Trading Role by another. Its definition is as
fol | ows.

<! ELEMENT Aut hReq (Al gorithm PackagedContent*)>
<! ATTLI ST Aut hReq

I D I D #REQUI RED

Aut henti cationld CDATA  #REQUI RED

Cont ent Sof t wareld CDATA  #| MPLI ED >

If required the Algorithmmay use the challenge data, contained in

t he Packaged Content elenents within the Authentication Request
Conmponent in its calculation. The format of the Packaged Contents are
Al gorithm dependent.

Attributes:

ID An identifier which uniquely identifies the
Aut hent i cati on Request Conponent within the | OTP
Transacti on.

Aut hent i cationld An identifier specified by the Authenticator

which, if returned by the O ganisation that
recei ves the Authentication Request, wll enable
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the Authenticator to identify which Authentication
is being referred to.

Content Softwareld See section 14.d ossary

Cont ent :

PackagedCont ent This contains the challenge data as one or nore
Packaged Content (see section 3.7) that is to be
responded to using the Algorithmdefined by the
Al gorithm el ement.

Al gorithm This contains infornmation which describes the

Al gorithm (see 7.19 Signature Conponents) that
must be used to generate the Authentication
Response.

The Al gorithns that nmay be used are identified by
the Nane attribute of the Algorithmel enment. For
valid val ues see section 12. | ANA Consi derati ons.

7.3 Authenticati on Response Conponent

The Aut henticati on Response Conponent contains the results of an

aut hentication request. It uses the Algorithmcontained in the

Aut hent i cati on Request Conponent (see section 7.2) selected fromthe
Aut henti cati on Request Bl ock (see section 8.4).

Depending on the Al gorithmselected, the results of applying the
algorithmw Il either be contained in a Signature Conponent that
signs both the Authenticati on Response and potentially other data, or
in the Packaged Content elenents within the Authentication Response
Component. Its definition is as foll ows.

<! ELEMENT Aut hResp (PackagedContent*) >
<! ATTLI ST Aut hResp
I D I D #REQUI RED
Aut henti cationld CDATA #REQUI RED
Sel ect edAl gori t hmRef NMIOKEN #REQUI RED
Cont ent Sof twareld CDATA  #l MPLI ED >

Attributes:
I D An identifier which uniquely identifies the

Aut henti cati on Response Conponent within the
| OTP Transacti on.

Bur det t I nf or mat i onal [ Page 98]



RFC 2801 |OTP/ 1.0 April 2000

Aut henti cationld The Aut hentication identifier specified by the
Aut henti cator that was included in the
Aut hent i cati on Request Conponent (see section
7.2). This will enable the Authenticator to
identify the Authentication that is being
referred to.

Sel ect edAl gori t hnRef An El enent Reference that identifies the
Al gorithm el enent used to generate the
Aut hent i cati on Response.

Cont ent Sof t war el d See section 14.d ossary.
Cont ent :
PackagedCont ent This may contain the response generated as a

result of applying the Algorithm selected fromthe
Aut henti cati on Request Conponent see section 7.2.

For exanple, for a paynent specific schenme, it may
contain schene-specific data. Refer to the schene-
speci fic suppl enmental docunentation for
definitions of its content.

7.4 Trading Role Information Request Conponent
Thi s Tradi ng Conmponent contains a list of Trading Roles (see section
2.1) about which information is being requested. The result of a
Tradi ng Role Request is a set of Organisation Conponents (see section
7.6) that describe each of the Tradi ng Rol es requested.
Exanpl e usage i ncl udes:

0 a Merchant requesting that a Consumer provides Organisation
Components for the Consumer and DelivTo Tradi ng Rol es

0 a Consuner requesting froma Merchant, infornmation about the
Paynent Handl ers and Delivery Handl ers that the Merchant uses.

Its definition is as follows.
<! ELEMENT Tr adi ngRol el nf oReq EMPTY>
<I ATTLI ST Tr adi ngRol el nf oReq

I D I D #REQUI RED
Tr adi ngRol elLi st NMTOKENS #REQUI RED >
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An identifier which uniquely identifies the
Tradi ng Role Informati on Request Conponent wthin
the I OTP Transaction

Contains a list of one or nore Trading Rol es (see
the TradingRole attribute of the Trading Role

El ement - section 7.6.2) for which information is
bei ng requested.

An Order Conponent contains information about an order. Its
definition is as follows.

<l ELEMENT Order (PackagedContent*) >

<! ATTLI ST Order
I D
xm : 1 ang
Orderldentifier
Short Desc
CkFrom
kTo
Appl i cabl eLaw

ID #REQUI RED
NMIOKEN #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED

Cont ent Sof t wareld CDATA  #| MPLI ED >

Attributes:
I D
xm : 1 ang

Orderl dentifier

Shor t Desc

Bur det t

An identifier which uniquely identifies the Oder
Conmponent within the | OTP Transacti on.

Defines the | anguage used by attributes or child
el ements within this component, unless overridden
by an xm :lang attribute on a child element. See
section 3.8 ldentifying Languages.

This is a code, reference nunber or other
identifier which the creator of the Order may use
to identify the order. It nust be unique wthin an
| OTP Transaction. If it is used in this way, then
it may renove the need to specify any content for
the Order elenent as the reference can be used to
| ook up the necessary information in a database.

A short description of the order in the | anguage

defined by xm:lang. It is used to facilitate
selecting an individual order froma list of
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orders, for exanple from a database of orders
whi ch has been stored by a Consuner, Merchant,
et c.

OkFrom The date and tinme in [UTC] format after which the
of fer made by the Merchant | apses.

kTo The date and tinme in [UTC] format before which a
Val ue Acquirer may accept the offer nmade by the
Merchant is not valid.

Appl i cabl eLaw A phrase in the | anguage defined by xm :lang which
describes the state or country of jurisdiction
which will apply in resolving problens or
di sput es.

Content Sof twareld See section 14. d ossary.

Cont ent :

PackagedCont ent An optional description of the order information
as one or nore Packaged Contents (see section
3.7).

7.5.1 Order Description Content

The Packaged Content element will nornmally be required, however it
may be omtted where sufficient information about the purchase can be
provided in the ShortDesc attribute. If the full Oder Description
requires it several Packaged Content el enents may be used.

Al t hough the anount and currency are likely to appear in the Packaged
Content of the Order Description it is the amount and currency
contained in the paynent related tradi ng conponents (Brand List,
Brand Sel ection and Paynent) that is authoritative. This nmeans it is
i mportant that the anobunt actually being paid (as contained in the
paynent related trading conponents) is proninently displayed to the
Consuner .

For interoperability, inplementations nust support Plain Text, HIM.
and XML as a mininumso that it can be easily displayed.

7.5.2 OkFrom and CkTo Ti nest anps
Not e that:

o the OkFrom date may be later than the OkFrom date on the Paynent
Conponent (see section 7.9) associated with this order, and
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o simlarly, the kTo date nay be earlier that the OkTo date on the
Paynent Conponent (see section 7.9).

Note: Disclainer. The following information provided in this note
does not represent fornmal advice of any of the authors of this
specification. Readers of this specification nust formtheir own
views and seek their own | egal counsel on the useful ness and
applicability of this infornation.

The merchant in the context of Internet comrerce w th anonynous
consumers initially frames the ternms of the offer on the web page,
and in order to obtain the goods or services, the consuner nust
accept them

If there is to be atinme-limted offer, it is reconmended that

nmer chants communi cate this to the consuner and state in the order
description in a manner which is clear to the consuner that:

o the offer is tine limted

o the OkFrom and kTo tinestanps specify the validity of the offer

o the clock, e.g., the merchant’s clock, that will be used to
deternmne the validity of the offer

Al so note that although the OkFrom and OkTo dates are likely to
appear in the Packaged Content of the Order Description it is the
dates contained in the Order Conponent that is authoritative. This
means it is inportant that the OkFrom and OkTo dates actually being
used is pronminently displayed to the Consuner.

7.6 Organi sati on Conponent
The Organi sation Conponent provides information about an individua
or an Organi sation. This can be used for a variety of purposes. For
exanpl e:
0 to describe the nmerchant who is selling the goods,
o to identify who made a purchase
otoidentify who will take delivery of goods,
o0 to provide a custoner care contact,

0 to describe who will be the Paynent Handl er.
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Not e that the Organisation Conponents whi ch nust be present in an
| OTP Message are dependent on the particular transaction being
carried out. Refer to section 9. Internet Open Tradi ng Protoco
Transactions, for nore details.

Its definition is as foll ows.
<l ELEMENT Org (Tradi ngRol e+, Contact ! nfo?,

Per sonNane?, Postal Address?) >
<I ATTLIST Og

I D I D #REQUI RED
xm : | ang NMTOKEN #REQUI RED
Ogld CDATA  #REQUI RED
Legal Nare CDATA  #|l MPLI ED
Short Desc CDATA  #| MPLI ED
LogoNet Locn CDATA  #| MPLI ED >
Attributes:
I D An identifier which uniquely identifies the

Organi sati on Conponent within the | OTP
Transacti on.

xnl : 1 ang Defines the | anguage used by attributes or child
el ements within this conponent, unless overridden
by an xm :lang attribute on a child elenment. See
section 3.8 ldentifying Languages.

Ogld A code which identifies the Organisation described
by the Organi sati on Conponent. See 7.6.1
Organi sation | Ds, bel ow

Legal Nare For Organisations which are conpanies this is
their legal nanme in the | anguage defined by
xm:lang. It is required for Organisations who
have a Tradi ng Rol e other than Consuner or
Del i vTo.

Short Desc A short description of the Oganisation in the
| anguage defined by xm:lang. It is typically the
nane by which the Organisation is conmonly known.
For exanple, if the legal nanme was "Bl ue Meadows
Fi nancial Services Inc.". Then its short nane
woul d |ikely be "Blue Meadows".

It is used to facilitate selecting an individua

Organisation froma list of Oganisations, for
exanpl e from a dat abase of Organisations invol ved
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in | OTP Transacti ons which has been stored by a
consuner .

LogoNet Locn The net | ocation which can be used to downl oad the
| ogo for the Organisation.

See section 10 Retrieving Logos.

The content of this attribute nust conformto

[ RFC1738] .
Cont ent :
Tradi ngRol e See 7.6.2 Trading Rol e El enent bel ow
Contact I nfo See 7.6.3 Contact Information El ement bel ow
Per sonName See 7.6.4 Person Nanme bel ow.
Post al Addr ess See 7.6.5 Postal Address bel ow.

7.6.1 Organisation |IDs

Organisation I Ds are used by one I1OTP Trading Role to identify
another. |In order to avoid confusion, this neans that these |Ds nust
be gl obal Iy uni que.

In principle this is achieved in the follow ng way:

0o the Organisation Id for all trading roles, apart fromthe Consumer
Tradi ng Role, uses a domain name as their gl obally unique
identifier,

o0 the Oganisation Id for a Consunmer Trading Role is allocated by
one of the other Trading Roles in an | OTP Transaction and is nade
uni que by concatenating it with that other roles’ Oganisation |d,

0 once a Consuner is allocated an Organisation Id within an | OTP
Transaction the same Organisation Id is used by all the other
trading roles in that 1OTP transaction to identify that Consuner.

Specifically, the content of the Organisation IDis defined as
fol | ows:

Ogld ::= NonConsunmerOrgld | ConsunerOrgld

NonConsuner Orgl d :: = Domai nNane

Consumer Orgld ::= Consumer Or gl dPrefix (namechar)+ "/" NonConsunerOrgld
Consuner Or gl dPrefix ::= "Consuner:"
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The Organisation ID for a Consuner c